W3J).com- Whya ‘No Fly List" Aimed A1 Tervorisis Delays Others _ wysiwyg:/1 /ibttp://ontine. wsj.com/article_print0, 5B105095928863051300,00.h

Another quirk of airlines’ systems is that groups that purchase their tickets togetherend up ina
single travel record. If one member triggers a hit on the watch list, computers lock up on them all.

A year ago in Milwaukee, Midwest Express pulled aside [9 miembers of a group called Peace
Action Wisconsin headed to Washington for a "teach-in" about U.S. military involvement in
Colombia. The group, which included a nun and a grandmother, had to wait for sheriff's deputies

to run immigration and FBI background checks, accordmg to records of the incident. The delay
caused them to miss their event.

Four months later tin San Francisco, Jan Adams and Rebecca Gordon, co-founders of an antiwar
+ newsletter called War Times, were putled aside for police questioning when they arnved at the

ATA Airlines counter. An FBI search twmned up nothmg, and the women, both in their fifties, were
allowed to fly.

[n both cases, the groups were told they had matched the No Fly List. But these incidents and
others fed the notion among activists that the government was targeting them. "When is a nun
considered too dangerous to get on board a plane? When she's a peace activist,” said one of
numerous critiques, this one in the newspaper Socialist Worker.

But three months after the Milwaukee incident, a repost by the county sheriff's office said the
incident was due to use of Soundex in Midwest Express's reservations system, which uses Sabre

software. A security official for the airline says that a group member with the last name of "Laden”
might have helped trip up the group. -

As for Jan Adams in San Francisco, she was one of a number of Adamses with the first imtial J
who were stopped last year. They inciuded 23-year-old Jarrett Adams on June 5, 55-year-old John

Adams and his wife on June 16, and 34-year-old John Christian Adams, who complained to the
TSA last July.

The apparent trigger: A Joseph Adams on the No Fly List, whose entry gives little data besides a
birth date, Officials at ATA, the airline Ms. Adams flew, and some other carriers say they are
frustrated that the watch list doesn't have bletter data to eliminate mismatches.

One needn't be an activist to get caught in this web. Last April, two San
Francisco airpert police officers comered David [ Nelson, 2 56-year-oid
bank executive, as he checked in at Alaska Aitlines. “They had hands on
i their guns. They asked was | an American citizen and who am 1,” Mr.
Nelson says. After a half-hour of questions and database checks, they

j cleared him. He says his son, named David C. Nelson, also has been stopped
as a No Fly List match.

At Oakland Insernational Airport, Police Sgt. -Lérry Krupp says he has
cleared so many innocent “David Nelsons” to board that one of thern new
ouys him cotfee. T herc 1S 2 e very simtlar to theirs on the Mo Fly List

- Dawd Nelson

Fesr every check, Sgt. Krupp must thumb through an 86-page,
nonalphabetized list of names. "The vast majority of times we go there, they're not.even on the
list," he says, Sgt. Krupp says he has had only one wue match, a man he describes as an Afghan
drug dealer.
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Newer methods exist, which take into account names' cultural origins in order to come up with
more-relevant name variations. Some government agencies are starting to use them. Bul travel
consultants say hard-pressed airlines have been retuctant to spend money to improve a screening
function they believe should be done by the governmenl -- and that the TSA has said it eventually
will assume, Airlines would rather leave it to the government to rule a passenger in or out. No Fly
List entries can include subjective notations like "is sickly with asthma, uses a lot of hand
gestures,” as one did on a recent copy of the list reviewed by The Wall Street Joumal.

A wide variety of reservations systems have their genesis in the Sabre system, which

International Business Machines Corp. designed for American Airlines in the 1960s, IBM later
built similar systems for other airlines.

Lightning fast in basic reservations chores, the mainframe-based systems are less well suited for
other tasks, such as clearing a frequent traveler to fly once and for all. In most airline systems, the.
No Fly checks are set up in such a way that the computer treats each passenger as a brand new
name, even if he or she has flown recently and was cleared in another flight record.

The TSA is considering a way to put fliers who've repeatedly been mistakenly flagged on a "Fly
List." But even if this proved technically feasible, security officials at airlines and the TSA would

still have the challenge of making sure they weren't vulnerable to letting a dangerous person of the
same name slip through.

Records obtained in a Freedom of Information Act suit brought by the Electronic Privacy
Information Center show that the TSA has received complaints from mistakenly flagged customers
of all major carriers, which use a variety of software to process passengers.

One reservation system used by several airlines, Shares, uses "the same type of [name] matching
that has gone on for 10 to 15 years -- actually longer," says Michael Hulley, an executive of Shares

owner Electronic Pata Systems Corp. He will identify only one method Shares uses: matching
the first few letters of a name.

Another competitor of Sabre, Galileo, says it looks for exact matches on names or strings of
letters. But Galileo officials try to spot No Fly List matches in advance of a flight and pre-clear
passengers who clearly aren't the person on the list, says Chuck Barnhart, an official of Galileo.

Sabre won't disclese its current name-matching methods, but a spokeswoman, Kathryn Hayden,
says: "Algorithms are not static -- they change, they are updaied.” Sabre says different airlines can
use its software in different ways. "It's up to each airline to determine how they implement the
government requirements for the No Fly Lists,” Ms. Hayden says.

Qne carrier that uses Sabre software, Alaska Airlines, has more than its share of false No Fly List
matches, judging by the records obtained by the Electronic Privacy Information Center. Of 34
complaints to the TSA where the airline was identified, 11 cited Alaska. Ms. Hayden says such
wiendaral avidence doesn’t prove Sabre's software “causes a greater number of false hits.”
Barbara and Dennis Musante. a Califoria couple, took their complaint up the Alaska Airlines
chain of comnand after being delayed twice. Mz, Musante says an airline supervisor finaily told
her the first four letters of thewr last name matched a suspect. though they themselves weren't on
the list. The TSA confirmed they weren't. in a letter, the TSA addec e v i: - 2w the benefits
of such measures far outweigh the inconvemence.” *
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Mr. Musarra, the Alaska man who has faced many delays, has tried everything he can think of to
clear his name once and for all. He got Sen. Ted Stevens to contact the FBL. He told local TSA

people of how their boss in Washington, retired Admiral James Loy, once honored him for his
work on an oil-spill cleanup exercise.

For his monthly flights, Mr. Musarra has developed a routine: Try to check via the {nternet the
night before the flight; get rejected. Arrive at the airport hours early, go to the self-serve kiosk; get
rejected again. Go to the counter, wait while an agent calls a supervisor, wait more while officials
take his [.D. to a back room to phone security officials.

Invariably cleared, he boards, but the clearance lasts just through the end of his round trip. Often
he is bringing his son Tim home for a visit. Tim Musarra, 12, also sets off No Fly List alarms.

A college-age son, Aren, has the same problems, Mr. Musarra says.

Then there's Mr. Musarra's adopted son, Jonathan Paul Sung Ho Musarra, 15. A high-school
wrestler, "Sungie” is the reason his teammates have to get up at 3 er 4 a.m. for moming flights to

their meets. Because they buy group tickets, the 20-plus wrestlers, chaperones and coaches show
up on the computer screen as No Fly List hits.

A spokesman for Alaska Airlines, Lou Cancelmi, says, "All of these false positive issues concem
us greatly. We're absolutely committed to working toward mitigating all of them to the maximum
extent possible.” Recently, the airline began having employees scrutinize alarms generated by its
computers in advance of flights, in hopes of clearing misflagged passengers.

That seemed to help Mr. Musarra on his last flight. The computer still flagged him; he found
himself unable to check in via the Web. An error message told him he needed manua! assistance.

But when he got to the airport this time, Mr. Musarra received a boarding pass without the security
Teview.

The TSA has been trying to get the message to airlines that they should focus on matches of full -
names, not just the last name, says James R. Qwen, a TSA official in Juneau. Longer term, the

agency is working on an advanced passenger pre-screening system known by the acronym of
CAPPS IL. ,

[t will scour not only watch lists such as No Fly but also criminal records, credit-card transactions
and identifiers such as address and date of birth to detect suspicious patterns. The TSA envisions it
as “dramatically reducing” the number of people flagged. Privacy and civil-liberties advocates fear

just the opposite -- that the increased ways to attract suspicion wﬂl result in even more passengers
being wrongly tagged.

Write to Ann Davis at ann.davis@wsj.com!
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b7C -1

From: b6 -1
To: twi

Date: Fri, Feb 28, 2003 10:40 AM

Subject: TSA Lists

1 thought it might be useful to explain a littie further what i
_Selectee names aref

b2 -4
kL7E -1
Inclusion on the Selectee list means someon ~ Iwill be given secondary
screening, that is, an extra search of their persan and belongings. ! believe this usually happens after the
TSA screening at the metal detector. _ b2z -4
. One issue with the Selectee list which has caused confusion is that the same or similar secondary . . b7E -1

screening can happen based on a program TSA runs called CAPPS (1 believe this stands for Computer
Aided Passenger Program Screening). CAPPS criteria are confidential but involve things passengers
might do which alse might be things a terrorist wouid do, e.g., pray to Allah right before the flight that you
might have 90 virgins in heaven. Also, the same or similar screening can happen based on random
selection { the searches at the gate of 79 year old grandmothers).

So, passengers' names pop up in ﬁ1e airlines’ computers for searches and screenings at airports and

sometimes the passengers or gven law enforcement officers think the passengers are on the "Watch List".
Often, the passenger is being selected for an extra search for reasons other than the Selectee fist.

ALL INFORMATION CONTAINED

SRR L0aer nes( he
B e e nefea
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Ann Davis Questions b7C -1~ "~ " e ...Pagell
be -1
From: b7C -1
To: ARTHUR CUMMINGS
Date: Tue, Jan 28, 2003 3:53 PM bt -1
Subject: Ann Davis Questions
Aut,
sts and VGTORTWL. | | b2 4
b7E -1
1
|
2)

4) As far as inclusion and removal from the TSA Iisls,l

1

5) As we discussed earfier, |

cG: | |

maaﬂmmmmmﬁﬁmm ,

LIRER S [ DS s /

OATE fzh-_w.MUQN A6 lcnC
Crk 03 -1779
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Alla Kate, titeen, o Liwh school studenk in Milwaukas, wailed to qo te Wachington, D0 far the prulests
Saturday, Apri 20 She was looking forward ke Jemonstrating sgalnst the School of the amensas and
lesrning how to lodby againsl LLS, sid for Colambia,

Site had an alrplane tickqr for a /:%55 P.M, flight out of Midwaukea on +rinay, Aprl 19, and she got to the
atrpert two haurs ahead ef tme. But she aldn'e preke It onto the Midwast kupress Mg,

tarther did wany other Wistonsin activists who were sunuosed to be an board, Mibwaukee County sherlffs s
deputies putiad asie and queationcd twenty of the (RiTy-veven members of the Paace Action Miwaukes e
group=lncluding A priest and 3 nun. The travelers ware not cleared in time for Yakeoff and had oo ayve the

next moming, missing many of the avents.

What trippcd them up was 3 compulerized “No Py Watch List” the fegeral guvernment now supplias to Al Tk
the airiines. Tha cxistanca of this Nn Fly st was confirrmed by mambars of the Miwaukee County Sheriffs R
Departnent, the FBY, the U.5. Marshals, Miowest Bxuress, the lew York Part Authonty, aud the Depsrtment
:f Trajauoitation, The aifinac taday are rarirad 1 crosy-chack thelr passenger Rsts agsinst Uvis Mo Fly

st

“The name nr names of peuple in that group came up on 3 watch It Lhat Is provided through the tedera)
gowvernment and 15 provided fon everyone who flics,” cays Sargeant Chuch Coughiln of the Mitwaukes
sherff's departmant. “eha compores Wiecks for exact matchas, ghmitae spetings, and alioses.”

The sk “came from Wachingtan,” says Spenial Agent Darry Babler, tha FBI's madta ren in Milwaukee, “IMs ,
heeu i plage several monthe, and it's Jistrionfed (0 all ol pwts, IEs the respancibinty of ovose who lave

s@rurity Julies at the alrport to chadk that K2t aganer passenyur manifests. Whon 2ameonq € nams tims

up an g wacch List, the sheniff ar the Mdrchals do an imvechigation, and we're notificd.”

Babior says mere acluallv were bwo No Fly fisks, “Tha 1nicat mne hatf o umier of ROMES on it-paopis who "
might have nad inuaivemunly in the hilackings, sifases ¢f peopie Invnived, or people who might bave hag Lo
contact with, or knswiddge of, Ui, Subseguently, anothar Watzh Lise was put oul.” Babler soys he can't

camment about why a particular dame may ovossr on the new list.

¥iho outs the fist togather?

http://global.factiva.com/enfarchidispli=r.asp 1///03 :
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A spokesperson 1ar e FBL ) Washington, Steva Yarcy, would uok comment at all on the ke of Uie No Ty ‘ ;
lisk. He referred all quastinns ta tie Transportation Secunty Adminkiation (TEA), @ now wing of the S
Deparbinent of TranZpartation.

“Ir's somerhing that's aroduted by the TSA," ays Steve Coleman, 3 spakaspearcon for Uie Hew York Port e
Autharnty, ,

The TEA was estabWchad Ly the Avigtion and Transparrasion Securily Act, whith Presisant éush gried lnto
: e tov¢ on Novembar 19, Madi coveraye focused on federaning thw Secwnity personncl at airpants. But ol
P aspects of the law raceived berte Scrytiny. This (9w csLabiisnds 3 now postion, the Under Secratary of

e Transparlation for Security, and puls tat person in chargs of afline cacurity. Tadey, the Under Setretary of
Cen Lransportatiue for Security ic Jobn ¢ Magaw, who previously servad ag direcrar of the Staet Service and
dirgccor of rhe Bureay of Alcohotf, Tobacca, and Flrearmy.

In hig current poast, Mayaw hos tremandous discration. LINder “enrgenty procedures,” the iaw says, If the
Under Secretary datarmutas thal o requistion ar security diractive must be issued immedtately in order Lo
protect transportation secunty, the Under Secretary shall issua tha requilalion or sécurity directive withour
providicg hotice or an opportunrty for romru=at and without prior approval of lhe Se:rctoﬂ'-"

AR DAt of by 1 equiar dutics, tha Under Secratary is emgowercd by tha iavs to “esrabibuli policies and

Procadures reguiting air Cortices bo veo Informanon lrum government 3gendes to 1gannty Individuals on o
passgenger lIste wity may be 8 threat to <ivil aviation ang, If sudh an ndividuol s idestined, o amily .
appropriate 3w snfurcruent sgenpcics and prohibit the individual [fom boarding an afrcrar.”

The TSA has taken that power and run with it, In testimony pafore Cangress on Janupry 23, Magaw rald
thot *computery wil scraan passangers,” and “the new soturity Syctem wilt he tubust pnd redundant.

" Dennis Kuiinich, Democrat of Qhlo, Is autraged sbuul the trestmont of the Milwauken adivists. "Detabascs
arn haing orgenized, induding the pamas of totaily innuwent indlvidusls who 3o being suhjact to guation o
bazed on their preiluLal views. In 3 demacracy, that 1S nor auceptable,” he says. Kudmich, the ranking oo
Democrat on 3 natnnal seLarily subcommithce, vows to Invechgars., T Lake ts vary serloysly,” he savs.

.

Senatar Ruse Fetagotd, Demarral of Wisconsin, 3120 ks concarned. ) ptan o ask FBI Direcror Rabert Musiter T
about the credtion and implamentation of the 50-called Mo Fly liste,” Faingolo says. "I is importent that Lo
Uity mesgures do not yaduly infrnge on pur vivil liberties.” ;

in the case of Uhe Milweukes activicts, about fve nr six individuals cams up on the waeeh Bet,” Sergeant RERRI
Coughin $3ys, “Alkhiuugh it was time-consuming, ana Althwuph Oyey were Qight-- detayed, the sysrem -
actyaliy workeqg ~ A

Den't tell Dianne Hanke thay.

A voluntecr with Paaee Action, Henks (5 Uhe parson who arganized Uy Lrip. “We were very uysel,” the soys.
"Here we were, going out t¢ ebby, to nse o democretic rights, to tall to our egisiaTers, (o use our o
ficcdom of speech and dizsant, and then we're Deinp dewainzd and not told why. We wera taking youny

eaple and Selting Urvem i You usc means that are nonvistant aiud yeacehul, vour mezcage wil ba naard. Byt

the Fact that we were hamperad, that we werd gotaned, was Just o tulally different mezzage.”

Henka @oesn 't Dlame thi stanlif's deputies. *They wara vary sympatheric W us, but they fust weren't
getting the answars they wanled from the other end of the telgphane,” sne Giys.

It w3 never made cledr to her exacrly wihy Uy were being detsined.

"We were getting all thase giferent startés from die depubics. One pozcibility was that 2 UWHM {universiy of
5 Wiidotsin-Milwaukee] student had » nama Jareh Laden, thol was similar g0 2 tomroristis nams [Usama hin
o Vaden]. Then another story waz that comeone Rt a foraign aame Uhat was changed to make it sound mare
o Ampnran. A3 Kate, whia ysed to be Alia Torabian, Mer father was Persian o lranion, I'va known her all my
o fife,” says rianke, wha tuuks ug Kate's humber In an old Monvesson phnne buok,

. 1 wag ong of tha firsr penplc in 0Ur- Qroud to try (0 check IM,” 3y Kare, “Winy: T went up $a gt my ' . '
T boarding pase. the 1adv <A Lisre were some drodlems. She cald her compirer locked. up and she had to '
waalt far somenne eise. And T found vyt that the samcons clze wis one of the sharT's degulles on dutv, And

http://global.factiva.com/en/arch/display.asp 177703 _ i '
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the steeifl's deputy came and told me T had to grob my hage and fellew her for furlber nf-cadoniug-

1 was 3 Wlic scared. T vads 3 M confusan T didy't know what it was about, | wak alone snd was taken to ERN
1 butlding nearby, Thay sat me down in 2 chatr, and T just waited for Aftaan or twenty minutes. Thay had : :
my drivars cense. They asked fnz what my phona aumber way and sddress was 1 heard Mam making S
phone callg, raading nff some stull on my (icense. Then they askad me what my aationality wac. .

*[ sold T'm hatf Perglan and (rallan and German.

“Tirey asked who vas Perslan, my mathar or my father.

*4 sait, sy fother. ryy blologleal fathar. T don't even knuw him,
“Tney 2150 asked nwe If I wos o U.5, cltizen.

"I told tham 1 was

“They ackad ma if T was from arpund here,

'I soid yes.®

Tuough one of the sherlffs deputies sald *r was jusl a soutine procedure,” Kate Says they gave ey several
differsnl wxolanations for what was happening "may sakl I mioht have to do with increased serurity in the
Washingron, 0.C.. srea, 01 [t might have to do with indonestan Lerroristy,” she reealle.

She gays thera may have been on element of racial protiling avetved, Lou. "I guess we're laoling for Lo

Hispenic names,” sne of e deputtey 339, Bccarding ke Kate. Sha suspects rhey thought her ficst nama wae Lt

Hispanic, and she Says that twe afhers duelgined estly on, Hanue! Sanchex and (<abelly Horniny, may have
w o L selected for their named. Ine shent™c dupaitmaat denles 3 deputy made that ramment aboul

o Hisparics, “Thet did not happen,” says Deputy inspecior Sheny Weber. *I belleve the deputies diin's reolly

Ty $aY any uf LS SiE."

S

Finakiy, ey walked Kate bock to the ticket counter, but the cemprter fruze up ogsin, so Kate 3nd Sanchez g T
and Horning ware rald 10 go sl duwn and wait for the deputies to deliver thelr buanding oesses.

“Fhey gave us our boaralng passes. whith had » bold-feced S with Iithia asterisks on bollr sides, circled with
an Ink marker,* Kate saye. "This maant thar when we went 1o the gate our carmy-on trags would have to be
hang-searched and they'd have to wand ug ™

TR

BuE The depulies tuok sa much time going through the whale yioup thet not everyont wag reéady t go by
i85,

i L YR SNECY
IS Ty

H;;:m EXprass nald the Miuht for os long a5 it could but then faft, AMAst smpty, withwet mast of the voR
activists. S

o gk

ey SR
-
I

"I was chocked,” Kate caye, "L emudan’t Delieve wiiol was happening, that they coutd decais urs Inng wvuph
for v bo miss aur flight In an appatent Artampr to Keey us in Milwaukes, It was sort of MeCarthy-- styla- Ui
way they have the names appeating on a i5¢ and rargeting cerlain people, dissenters especially. ¢ felt my
Tights had been vidlated,” .

Jacab Laden, with rhe unfw lunate (a3t name, soys he's flown Cwo OMBar TIMES sinee September 11 and Woow
nevar had troubte And my the Lhine jue started to check in, other membars of the group wers aiready being R
detainad. $o he gogsn' nalieve by nane tripoed the trigger, though ha says be "wreid have Stayud

Ng'::d"t if ha thought it woitn hava Deen @ prublan, He badicves “our whole group was baing catrgorizad as

2 threat,” '

Slater Virgine Lawingar of the Racins (MMINICANS wos alse detained. "When | want througn tha (ins, the
lady At che ticket counter 2ald, “I'm sorty, you have 0 wall o frinute,’ and then the sherifi'e deputy came.
and luuk me and 3ome othcr; to an offite. * the says "all they asked ug st that point was our birthplace

and il thase were just routine checks. Thay cald our names ware nagped. Tlat's the real strange thing:

M FReod Y s vt Pas ba Aom bivemam anemge? 1 AlA foad T wae Aeafliine 5 aeril sdae Acmom it o haele.
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2 prata group. The dbuse of powas was su obvious,” : R S

SISTEr Virylie says she's upsct about Hlesing an entie doy of Intence education oo the issue uf Colomble.” : S
And sne says her "right ta dizsent” was inbrmoged ypmi. __—

Fakher Bill #rannan of SL. Patrick's Ohurch in Mibwaukae alee missed Lis Aight, "No ona wag ¢hargen with o L.
erime or thraat of 3 crime,” he Says. "No one was advized of s or her cuif dghts. My personsd reacoon Is T
fear of the arbitrary use of power s induent reveals. Somesne M Wasitingten has the power ta tnspoct 2

passenge Nst drawn Up in Wiscongn, discovar e mobive of our flight (namely, » pesce protest againct

what goes oit gt Fort Denning, Georgld, partituiary oy it affectd Colombta), ducide wha might poysibly be

gubversivas, and slup our takeoft.”

Sarsh dackuz, & conrdinator for SOA [School of the Amanicac) Watrh Wisconsin, 38vs she vas told by one nf e
the shariffs daputies: *Yoir're probabdy baing stopped bacause you are a peace group ond you're pretesting ;
aqainst your country,” ' .

Risckus later asked the cheritt, David Clatks, abuut this, and he denfed this was tha reasan for Ut ' Y
détentinhy, she soys. ’

I sympatnize with Lhose people,” says Webar. “Ern sure they belleve they were ingled out, | truly do nor
believa they were.

Biockua izt wopk to tha Midwast Fxpres Lickat desk to find out what was golng on. “The Names are in the
wanputer, ond the nlmag came Jp, she Says she was told,

1ixy Bajley, 3 3pokespcrson for Migwest Exprecs, xgys, “As the group checkad In, one or e passengers
snnved up ua this lise, At that point, tha aiding oof tha TSA rep and Milwaukee Coumty shanffs. The TSa
mada the da0SIon thal sinte this wa3 3 group, we shoutd rescrepn all of them,* Midwest Exprese gither
found hotels far chise wino inissed their Rights or provided transparmation home,

Oatley soys that scrasming the Aames ayqinst the lise I3 standard ¢pardting prmresture. "Everyone who R
travels is now clearcd througn thic At * E
Snacilicy about the list remain tghtly guarded. Dol
*Tha BT IS & cynwdlation fram Intelligence agencies ang & snared with L abiines,” says Paul Turk, 3
cpokagparsan for tha TSA. "Bul as to how you get on it, or how 1t's matnrained, o who malntatng it, I con't w0

hedp you with thae.”

Turk 3dds that he dagep't kaow how targe Hiz list Ls, "and F 1 2id, T coutan's vel) you," .
Maltthew flothschild 15 Editar of ine brogressive,

Docuiment pgrsd00020020825dy6100007

More Like This

Relaled Factive Intelifgent Indoawing™

Compenyiics) Indugtry Subject(s) " Reglon{z)
M it Lupres Heldings  Aidbnes . - Corporgle/finduatriol dews  tiarth Amerdcan Gountries g
Inc Stltyled Pusscnger Politica/Gencral Naws tiarcad’ Searen .
WS Arnag Foreas Midwest .S,
Aupors Domeztic Folitics * iirea SEatRs - WisgONse
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JUIREAL (AP} - Lovry Musarra's trauble with rhe RBT beqan in lata Jung, when the retired Cuast Guard
usutenant corunander, Ms wifc Unne and thetr 1.2-yearold son Tim checked o at tha Junomi Alrpost,

.
N
3

ey Thay were an thelk way to Portend, Ore., where Tim, who is disabiad, would attond 2 spociai schanl.

s

Al the Alzcka Alrlines alecmronlc dsck-in Kosk, Musarra typed in his confirmotion coade and the machine
displayed 3 meccaga asiang him Lo soe an ottendant.

.
i ]

|, 2

AL Uw: counter, Musarta atd fus lamily walled while the customar sonnce reprasentative clicked on 3
keyhosty. The derk became puazias and satd sle couldn't get a boarding pass either, She cafled bet
suparvicar, They calicd Seattte. Finally, 30 minures later, the supervisor expliined,

“Sha £3id, "We are having trouble cayring your name Aruaily, we can't ¢lear your name. You ara an an
FRI fict,” Musarea sais,

Mucarra, 47; is 3 rather of thiee wiw works for bhe U.S. Forast senvice ar U Mendenhall Clacler Vigiter
Center. He is white, of Itallan apd el ancastry, snd was born in New Jersey. Me'has Bved in and Aewn out
of Juneau for seven years. Because of nix wurk wich the Cadct Guard and the karast Service, he hos had
wnn e federpl Backgeound chacke than he ran cemembea.

Far a rassun Alasks Alrfines, the FBI, the Federal Aviation, Adrinistration, and the newly traxeg
Transparranon Safety Adiministrokion cannot or will ROt £3y, Murarra's name. which is Slcilan of Arabic

ortgla, is on a hisr of suspecls who pose a potental threat to anine <eenriy. And. ot this poing, there & na
way for hic namao to be remaved. '

*T'm not the type of percan who makes a fuss, bet { am this all-Amarican boy, and here O'm taryeted as
tevronist. It 13 fust ldnd of funny,® ha s2id. ~Cm belting it's the nome. My name sounds arahic,”

On the woy to Portland, the Musarra fanitly was given an cxhaustive scracning with mats detectnr wamls,
mnelr shows were X-rayed, thelr belts ramoved ans Meir hays sesched befare they wers Atlowed an the
plana, On the wey batk, the check in dlearancs ok So 164, an ciikine agent had to hand-write Larry and
Linne Musarra‘s hourding pass and escort them on the Arerafr, minules Defore take off, Thelr caate akeady
had baan flled win standly vasseagers who then had to get off the plane,

"Evaryone has baen really sive,” seid Linne Mugarra, "But IF pou are rravedng with chifdren who bave
spectal naade, this circumsrance orouces tremendous snxiety.”

http://global.Factiva.comjen/ardy/display.asp 11/11/02
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susarea heard from other ralatives with the ssties [ast neme who had simiar experiences, Since Jute, his
biother tias had his bagse scorched evary tima ne flies. ap untle, traveling with 2 91-yoar-old sedakivit In a R

whaalchalr, way searched and told he, too, was an the FBI list. When his unele called the FBI, he was old Do
nd (et existad, Musarra sold. '

Rusarrs calted the 10cal e office of the FBI, whert an agant faund his nacke on & list, ond sald thers D
was na way to ave It rafoved. She told Lion the beat thing to do wae to call the airlne aheod of the time R
when he js going to Ry, to prapars them far Lhe complicetions, he said. S

Juneau FBI Agent Hary Beth Kepnar confirmed she luad 3 conversation with Musarm, but dtracted all colls
abnut the nalure of the list to the FBYT oMtica in Ancharage.

£nc SonTatex, FBI specisl 3qent in Anchorage, saftl the 1St alrines use was controfled by the Transpartagan R
Safery Admuniseration, A cee homeland s2curity organization formed by Use Bush administration sines Sepr,
11. Alacka Attlines spokpeman Jock Evans agrecd the alriing gete the htes Irom the TSA, and sald thz oktine L
I3 mandated to uce the ISt I rhe passenger-sereening procese. Evans and Gonzalez syt they did not know L
B WY to remove Mucarew's name from the Nsl. oo

From thera, the origin of the fict and the eeason Musares {5 on It are uncieae, 3nG mired in 3 world ol
federat, Interdeparpments) "information sharng™ that has caused confuslen since the incaption of the TSA S
sarfier this vear. ST

Dave Seegman. spokestion for the ToA, said revealing any of e tRaroos o ame may end up on the NIsC
could jeopardire natenal security, He denied the TSA had » st containing muny speliings of Arab oF Arab-
sounding names.

"The TCA daes nok gronie by ecnnicity, elingy orlgin, raca or refiglon,” Stelgman $3id, ard then divected ol A
Ingulres about the izt to the Fedardt Avarion Adininistration or back to the FBL. T el

Tutimy Dame, o TSA employee, ircwerad e phone ot Lk FAA office In Anchorage.

Te o=
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THE NO-FLY LIST

Is a federal agency systematically harassing travelers
their potitical beliefs?
By Dave Lindorff

If anything is different after 9/11, it’s
air travel, ag passengers endure long
lines and extra security checks at
airports. For some passengers and
would-be passengers, though, air
travel has become something much
more harrowing, as the
Transportation Security
Administration targets political
activists for harassment.

For months, the TSA, a federal
agency established a year ago to protect the nation’s transportation system from tervorism,
ithad a blacklist of people 1o be singled out by security staff for special inspection and quest

- But in mid-November, in an interview with this reporter, spokesman David Steigman

acknowledged that the government has "a list of about 1,000 people” whe are deemed “thre:
aviation” and not allowed on airplanes under any circumstances.

Steigman added that the TSA itself has no guidelines defining who is put on the list, but ratt
relies on names provided by other federal agencies, such as the FBI, Secret Service or INS, 1
T5A also has no procedures for people to clear their rames and get off the list.

It appears, however, that this is only part of the:wtory. Most of those wh have been singled «
special interrogation and searches of their lug 222 and fiddr perzons, &t least those who hav
public with their experiences, clearly are not “iireats to aviatiun.” Indeed, many have been :

ALL INFORMATIYY GONTAINED
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advocates of nonviolence,

Consider the experience of John Dear, a 43-year-old Jesuit priest, member of the Cathalic p
group Pax Christi and former executive director of the Fellowship of Reconciliation, an intet
global peace organization. “I fly just about every week,” Dear says. “Since /11, I'vebeentak:
aside at the boarding gate every single time and searched and questioned.”

He describes one particulaly disturbing experience. “J got to the Southwest Airlines gate at
San Jose airport, on my way to Los Angeles, but as soon as the attendant saw my boarding p
shouted, “You can't be here, You have to be searched!”

“Everyoue's jaws drapped, and all the passengers backed away from me,” he recalls. The flig
delayed while Dear was taken aside and minutely searched, with more than 100 passengers
looking on nervously.

Others, like the Green Party's Nancy Oden, have reported being detained by armed soldiers,
like Green Party leader Doug Sraber, questioned by Secret Service agents, sometimes at sucl
length that they missed their flights. In most cases, they ultimately were permitted to fly to 1

destinations.

Asked if such people are considered “threats to aviation,” Steigman said no. He speculated £
they might have gotten on the list because they committed federal felowies. Some do have re
In Dear’s case, he went to jail for ceremonially whacking an P15 jet with a hammer in an ac
civil disobedience.

But none of the people whose cases In These Times has examined had any history of violenc
would suggest they might be a threat to airline safety. Indeed many, like Dear, are ardent pa
What they seem 10 share is opposition to the Bush administration’s war policies and its attac
civil liberties.

So what is going on here?

Askedif the TSA has a second list, ane not of the “threats to aviation™ who would never be a}
to get on a plane, but rather of political activiary who are to be singled out for intense serutin
interrogation, Steigman said, “I don't know. I't have to look into that,”

A day later, he came bacl with a curiously candid, if rather alarming, answer, “I checked wit
security people,” he 53id, “and they said there ia no second list.” Then, siter a pause, he adde
course, that could mean one of two things: Either there iz no second list, or there is a list, an
they're not going to tatk about it for security reasons.”

Some of those who have been stopped for special scrutiny by TSA agents in recent months b
been specifically told that theiy names were “on a ljst.” Last spring, Virgine Lawinger, a 7a-y
old nun and @ member of Peace Action, was stopped at the Milwaukeo airport along with so
other members of the group on their way to Washingeon to lobby the Wisconsin congressios
delegation against militacy aid to Colombia. She says they were told at the time by Jocal shes
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deputies and Midwest Express ticketing personnel that one or several of them were "on a tis
that the TSA had instructed airport security to keep the group off the plane.

Lawinger, with the help of the local ACLU, flled a Freedom of lnformation request with the’
early October, seeking to learn why she had been barred from her fiight. A month later, wor
back that the TSA had a file on her, though all the pages were withheld except for a copy of ¢
clipping from the local paper reposting an her experience at the airport. It isn't known whet
other information in Lawinger's TSA file contains information predating the airport inciden

Barbara Olshansky, assistant legal director of the Center for Constitutional Rights (CCR) in
York, teports that she has been stopped and searched every time she has flown since §/1. G
three of thase occasions, she was forced to pull down her pants in view of other travelers. Or
those times, when she demanded to know why she was being singled out, the airline agent a
gate threatened to bar ber from the piane if she raised a fuss and added brusquely, “The con
spit you out. I don't know why, and I don’t have time to talk to you about it.”

While few would object to the TSA's maintaining 2 properly comp_iled list of genuine “threat
aviation’ or preventing such people from boarding planes, it would appear that such s “no fl
is nat the one leading to all the harassment of politica} activists, who, after ali, usually do ge!

Naney Chang, a senior litigation attorney at the CCR, who also has been singled out for sear:
and questioning at the airport, says the government is “leveraging legitimate air safety concs
into 8 program that targets law-abiding Americans for questioning and detention based on't
political viewpoines.” '

Father Dear agrees. “I think what they are doing is harassing people who are opposing the w
publicly speaking cut against administration policy,” he says.

One hint that this mey be what is going on was provided to the Green Party’s Stuber. When-
Secret Service agents called in by the TSA security guards arvived at Raleigh-Durham Airpo
interrogate (and run a retina scan on) him, he says they came armed with a loase-leaf binde
which they left open near him as he was being questioned. Oun an open page, he claims he ws
to discern a long list of progressive political organizations. Among those he was able to maks
clearly on the list: the Green Party, Greenpeace, Earth First! and Amnesty Intematjonal. Sir
interrogation in October, Stuber, an art dealer, says he has been unable to get onto & plane,

Confirmation of a TSA travel blacklist is particularly troubling to civilJiberties advocates, be
the names of people to be subjected to extra security investigation are being made available
private companies. Airline computers at airport boarding gates are flagging people. These li:
not being closely held within the national security or law-enforcement files, but are apparcen
heing widely dispersed.

In fact, this seems to be the new privatization approach of the administration when it comes
Homeland Security. The Wall Street Journol reported that the FBI made its list of people w:
even remote links to terrorism—having associated, perhaps inadvertently, with a terror susy

for example—available to a wide range of private companies, from banks and rental-car cow
to cazinos,
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Says CCR's Olshansky: “It’s bad enough when the federal government has lists like this with
guidelines on how they're compiled or how to use them. But when these lists are then given-
private sector, there are even less controls aver how they are used or misused.” Since airline
always had the right to decide whether someone can board a plane, she observes that provid

such a list to an aicline represents a “tremendous ¢hilling of the First Amendment right wtr
~ and speak: freely.”

This week, the CCR announced that it is considering a lawsuit against the TSA. A number of
whose travel has been interfered with have signed on as possible plaintiffs, and CCR is inviti
those with similar experiences to contact them. Meanwhile, the ACLY has posted a ao-fly

complaint form to fill sut on its Web site for those who are harassed or prevented from flyin

Calling the existence 0f such travel blacklists “an obvious and egregious violation of the First
Amendment, because it permits both discrimination against a particnlar viewpoint and bec:
is a prior restraint on Americans’ right to travel,” CCR Legal Director William Goodman say
U.5. government appears to be targeting citizens because of thair beliefs." B

Dave Lindorff, a regular contributor to In These Times, is the auther of Killing Time, ane
on the case of Mumia Abu-Jamal.

Return to top of the page.
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[ NO Fh/Seiedles varbage PogeT]
b7C -1,3

From:
To: be -1,3
Date: Thu, Feb 13, 2003 11:24 AM
Subject: NO Fly/Selectee verbiage
H_Ere Is what 1 need to place an individuat that is believed to be a threat to Civil Aviation Security on the ' p
TSA No-Fly list or to piace an individual who may possibly be a threat to Civil Aviation Secusity on the bz -
Selectee list. An EC is probably the best vehicle to do this] b3 -1
|1._R|l'lﬁe bio nfo you can pul together on this person. This will need

_only) evel, it goes to the airines |

to be at the FOUO {for official bTE -1

|
|The better the info, the less likely an
agenl will be called out To the airport on a false alarm. b2 -4
2]
b7E -1
]
b2 -4
b7C -1
7] | b7E -1

5. Once we get this, | will forward this person’s name to the TSA for p{aoemeht on the NO Fly list. Once bé -1
this person is on the list, he will not fly within the US, nor will ha be able to fly out of the US or from any

airpory p2 -4
Thanks, | hope that this is of some assistance, b7E -1
CcC;

ALL [NFORRATION CONTAINED

HEREIRJ5 Litic: nCSWIED
ot RS e LOR 69 NLS
Ché 03 --l:mq N /M/mc

b7C -1,3
bt -1,3
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FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

I Page(s) withheld entirely at this location in the file. One or more of the followmg statememnts, where indicated,
explain this de!e(ton :

O Deletions were made pursuant (o the exemptions indicated below with no segregable material available for
release o you,

. Section 552 Section 552a
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1 Information pertained only 1o a third party with no reference to the subject of your request or the subject of your

request is listed in the title only.

B Documents originated with another Government agency(ies). These documents were referred 1o that agency(ies)
for review and direct response to you.

Pages contain information furnished by anothesr Government agency(ies). You will be advised by the FBI as
1o the releasability of this information following our consultation with the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be advised as to the
disposition at a later date.

Pages were not considered for release as they are duplicative of

Page(s) withheld for the following reason(s):
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to the releasability of this information following our consultation with the other agency(ies).
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Watchistswpd " o Page 1]
b7C -1
b6 -1 "WATCHLISTS"

Various federal government agencies maintain lists of individuals of investigative or
national security interest. These lists, as they pertain to terrorism matters, are often referred to as L

"watchlists". The following are lists of individuals that have commonly been referred to as * -
waichhsts”.

FAA/TSA

Selectee List: This is a list of persons who are determined by the submitting aggmx:: | b2 -4
the FBI and CIA) b7E -1

: Submissions for inclusion to the Selectee List are made in writing, with
accompanying justification. The vast majority of individuals submitted for inclusion to the

Selectee List, thus far, have come from the FBI.!
. ] After the inferview,
]
]

The person remains on the Selectee List| b

until a written request with appropriate justification is submitted by the -1 _
originating agency for removal. This database is maintained by the FAA/TSA,}_ b7E -1

] 1 ¥

No Fly List: The No Fly List (NFL) is a list of persons who are determined to be a threat to civil
aviation security by the TSA as a result of information provided by the submitting agency. A
person who is on the NFL will not be permitted to fly into or out of the United States nor to fly
within the United States. Submissions for inclusion are made in writing, with appropriate
justification, by the submitting agency. Likewise, the originating agency must request removal
from the NFL in writing with appropriate justification. This database is maintained by the

FAA/TSAT 1 b2 -4
' ' b78 -1
Department of State
bz -4
b7E -1
1
b2 -4
b7E -1
ALL INFORMATION CONTAINED
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. b7C -1
From: -
To: be -1
Date: Thu, Oct 3, 2002 741 AM
8 : : i
ubject Re: Watch Lists b2 -4
l;l : . b7C -3
‘e received a call early in the morning from Execluive Watch requesting that we tell them far the Director

what the procedures were for getting people on and off the Watch List. This sounded a litle unusualso! b7E -1
went down to Executive Walch and saw that the John Pistole wanted to know the prooedures for getting
people on and off the No Fly lists. | told Executive Watch tha ! ) causd |

..mntmls.thal_and.hgﬁd e-rmailed us recently that it took

Later in the day Art Cummings calied and wan re complete response to the guestion including all
lists which may be referred to as "Watch Lists”. | drafted that. The part conceming the No Fly b2 -4
and Selectee lists was taken from a piece on ntitled

] tt provides guidance for agents on how to respond to No Fly list and Selectee list P 7C -1
issues. The description conceming the meaning of and response to Seilectee List persons comes from

b6 -3

that piece. b7E -1
) be -1
as tasked to provide a very quick response to Art on a very broad subject. So the piece he and |
F; was not as complete as a more deliberative project. Thanks for your clarification on some of these
Selectee No Fly issues.
¥ _ [ter02 7:10 PM >>> . b2 -4
| I- Thanks. {Please see questions and observations below,)

I - was this the document you used to answer the Director's question in the attached email you sent prc -1
to the Director's Brief Group? Or, did you receive another answer, or are you still waiting? UC|J:| b7E -1
[ asked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it
seemed that they ting a response, but now ¢'m not sure, because of my subsequent b6 -1
conversations with and the attachment he sent me.

I_—_l- some questions and observations re the attachment -

b2 -4

1. Please correct me if I'm wrong - acc to our chat yesterday and lastnight, you [ Jdiant
know about the attached email request from %o the Director's Brief Group re how people get ©7C -1
on and off the No Fly List. However[__Jwas Tasked by Art Cummings to expand on a docurnent which BTE -1
tisted various watch fists, and you don't know whether that tasking was in response tof_____lemail
requestorforsomeomerpurpose. S b6 -1
2. if possible, please email me what the original document looked like, and hoanpanded it. Also
there are some inaccuracies in what is written:
(a) the criteria stated for Selected
[ | '

I I : b2 -4

L7E -1
ALL INFORMATION CONTAINED

WEREML (S N SIF .
m%vg%?na 67 NG [AG fea L

SUSSMAN-121




o

REWARIRE 70 1 ' Bage 2]

be -1

{b) the description of law enforcement response for the Selectee list, which cites TSA directives, is wrong

{c) the No Fly List procedure omits the majority of the procedure, meaning that there 1S a LEO response

and it invariably includes the FBI| ‘in order to get someone off the
list.

Regards, , b2 -4

, :’ biC -1

>>] ' Jt0/2/02 12:13:42 PM >>> b7E -1

As you requested. There was a "watch list” summary which was emailed IDand myself, and wawere hp -1

asked to expound on the descriptions depicted therein. | do not know who authored the original watch list
summary, :

o | ]
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From: b2 -4
Jo: TWL .

Date: Tue, Oct 8, 2002 8:04 AM b7C -1,
Subject: Selectee List :

b7E ~1
I have recently been informed byl Ithat it is unlikely FBI agents or other federal law enforcement ¢ _1
official

Thanks

AL INFORMATION CONTAIED

SEABEC €036 NG (R /oy,

CRe 03~ 1119
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(Rev. 08-28.2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 11/15/2002 Date: 10/23/2002

To: All Field Offices Attn: ADICs

SACs

IT Program Manager

DT Program Managexry, 5 -3,5

All _ b6 -1,5
CJIS ' uc | b7C -1,5
Counterterrorism Section Chiefs b7E -2

From: Counterterrorism

NJSAWS/TWWU/’P:FZW 11303

Contact: 8§

Approved By: D'Amuro Pasquale \/\"/
Pistole John s4f

Miller Mark E
Cummi

[ &)
. Drafted By: | ﬁ

Case ID #:[ ] (Pending) S:Mff'

S

Synopsis: This cowmunication summarizes the evolution of the FBI's
Terrorism Watch List (TWL), sets forth criteria and protocols for TWL
entries and removals, highlights ongoing TWL initiatives, and
distinguishes the TWL from other watch 1ists. :

Title: TERRORISM WATCH LIST

Reference:
b2 -3
Details: By EC dated 03/19/200 e referenced serial 37), all field
offices, FBIHQ Divisions and were advised of the creation of a
permanent Terrorism Watch List (TWL). The purpose of the TWL was to
serve as a centralized repogitory of nrmmmm'\uﬁterESt
related to terrorism investigationg,
b2 -4,5
ALL INFORMATION CONTAINED b7E =-1,2
HEREQN IS UNCLASSIFIED
mmwrwb’? NLS/AG./CQL b6 -5
Cado3 -INNg b7C -5
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b2 -3,4
b7E -1

b2 -4
b7E -1

b2 -4
b7E -1

h2 -4
b7 -1

To: All Field Offices From: Counterterrorism
Re: | | 10/23/2002

Transportation Security Administration
(No Fly and Selaectea Lists)

The No Fly and Selectee Lists, both administered by TSA, often
are confused with the TWL. Currently, the TWL staff is working with TSA
to develop protocols to facilitate entry and/or removal of FBI subjects
to/from the No Fly or Selectee Lists. It should be noted, TSA is the
agency which actually makes the entries or removals, '

The No Fly List is used to prevent individuals from using
commercial aviation who are deemed by TSA to be a threat to aviation,
based on information provided by various sources (such as the FBI). If a
individual is listed on the No Fly List, that individual will not be
permitted to board any commercial aircraft within the U.8. until such tim
the individual is removed from the list by TSA. If an ‘individual on the
No Fly List is identified at an airport, the local FBI office will be
contacted to conduct a therough interview of the individual to make a
positive identification. It should be noted, the air carriers and/or
local airport authorities are responsible for preventing a passenger on
the No Fly List from boarding an aircraft, not the FBI.

The Selectee [ist consists of individualgl H

| These individuals

are screened by airport authorities in accordance with TSA Security
Directives. Following the screening procedures, these individuals can us
commercial air transportation and should not be denied boarding. Again,
the respective air carrier and/or local airport authorities will make the
final determination regarding who boards an aircraft.

It has been noted by many field offices that the lack of
identifying data on the No Fly and Selectee Lists. inhibits efforts to
match passengers to names appearing on TSA's lists. In addition, there
have been occasions when agencies have failed to remove names from TSA’ s
lists, even after the individuals were determined by the entering agency

to be either no threat to commercial aviation
| Tt is duly noted these instances JHvE‘EEﬁSEG‘E_ﬁfEEE“HEEI of
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. To: All Field Offices From: Counterterrorism
b2 -3,4 Re: [ | 10/23/2002

b7E -1

-4
b2 Transportation Security Administration
b7E -1 (No Fly and Selectee Lists)

The No Fly and Selectee Lists, both administered by TSA,
: often are confused with the TWL. Currently, the TWL staff is working
with TSA to develop protocols to facilitate entry and/or removal of
FBI subjects to/from the No Fly or Selectee Lists. It should be
noted, TSA is the agency which actually makes the entries or removals.

, The _No Fly List is used to prevent individuals from using

. commercial aviation who are deemed by TSA to be a threat to aviation,

; based on information provided by various sources (such as the FBI).

: If an individual is listed on the No Fly List, that individual will
not be permitted to board any commercial aircraft within the U.S.
until such time the individual is removed from the list by TSA. If an
individual on the No Fly List is identified at an airport, the local
FBI office will be contacted to conduct a thorough interview of the
individual to make a positive identification. It should be noted, the
air carriers and/or local airport authorities are responsible for

preventing a passenger on the No Fly List from boarding an aircraft,
not the FBI.

r The Selectee List copgists of individualsl |

b2 -4
b7E -1 '8
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b2 _314
b7E -1
b2 -4
b7 -1
b2 -4
b7E -1~
b2 -4
b7E -1
b2 -4
b7E -1

To: All Field QOffices From: Counterterrorism
Re: | | 10/23/2002

These individuals are screened by airport authorities in accordance
with TSA Security Directives. Following the screening procedures,
these individuals can use commercial ‘air transportation and should not
be denied boarding. Again, the respective air carrier and/or local
airport authorities will make the final determination regarding who
boards an aircraft.

It has been noted by many field offices that the lack of
identifying data on the No Fly and Selectee Lists inhibits efforts to
match passengers to names appearing on TSA's lists. In addition,

. there have been occasions when agencies have failed to remove names

from TSA's lists, even after the individuals were determined bE the

entering agen ither no threat to commercial aviation
: It is duly noted these instances have
) great deal of consternation among citizens, air carriers and

law enforcement representatives who have been tasked to respond to
thege situations. To alleviate these occurrences with FBI entries,
the TWL staff is coordinating with TSA to develop protocols regarding
the entry and removal of FBI subjects to/from TSA's No Fly and
Selectee Lists. Once the protocols are established, the TWL staff
will establish and implement validation procedures to ensure only
those FBI entries falling within established criteria remain on the No
Fly or Selectee Lists.

e
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‘Tf&‘é‘“’f"SA No Fiy Uist e Page 1)

bt -1,3
From: b7C -1,3
To:
Date: Wed, Dec 18, 2002 11:10 AM
Subject: Re: TSA No Fiy List b2 -4

: p3 -1
Here is what | need from you and your UC to place an individual that is believed to be a threat on the TSA ——
No-Fly iist
1. All the bio info you can put togethe oS oo .

bt -1
only) level, it goes fo the airlines.
: I b7C -1
T
2| |
I-n . b2 -4
b7C -1
b7E -1
45 b6 -1
l i
5. Once we get this, | will forward this person's name to the TSA for ptacement on the NO Fly list. Once
this person is on the list, he will not fly within the US, nor will he be able to fiy out of the US or from any
i
airpor I b2 -4
Thanks, | hope that this is of some assistance, bIC -1, 3
2. >>>| 112/17/02 05:08PM >>> b78 ~1
b6 -1,3

We are putting the larget on the TSA No Fly List here at FBIHQ. lell be getting with TSA tommorrow
{12/18) to accomplish this.

! I b2 -1

b7C -1

All INFORMATION CONTAINED
LASSIFIEE

i i"j‘i Mmo.am NLs/ﬂe/c«aL
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| Re TSANo Fly List o i Page 1]

. ' biCc -1,3
From: be -1,3
To:
Date: Tue, Dec 24, 2002 10:36 AM
Subject: Re: TSA No Fly List
b2 -4
b7C ~1,3
b7E -1
b -1,3
b2 -4
Hope your holidays go well. b3 -1
|:| . b7C -1,3
> 12118 11:00 AM >»> b7E -1
— b6 -1,3
Here is what | need from you and your UC to place an individuat that is believed to be a threat on the TSA
No-Fly list
1. Ali the bio info you can put toge
anly) level, it goes to the airlines.
b2 -4
3 -1
2] | b
b7E -1
|
bz -4
Li7C -1
4] b7E -1

1 I
5. Once we get this, | will forward this person’s name to the TSA for placement on the NO Fly list. Once b6 -1
this person is on the list, he will not fly within the ILIS nor will he be able to fly out of the US or from any
airport]

Thanks | hape that this is of some assistance, . b2 -4
"”I 12/117102 05:08PM >>> bL7C -1,3
|:| bIE -1

We are putting the target on the TSA No Fly List here at FBIHQ. | will be getting v.iy TSA tommorrow b6 -1, 3
{12/18} to accomplish this.

ALL INFORMATION CONTAINED

HERER 15U SIFIED
Mﬂ L6 7 NS /RG/CQ(_

CR&03~ ’?
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b7C -1,3
, b6 -1,3
From:
Date: , Feb 5, 2003 2:08 PM 0y 4
Subject: Re: No Fly
- b3 -1
Here is whatlneedfromyou and your UCto plaoeanlndwldual that is believed to be  threat to Civil b7E -1
be -1
anly) level, it goes to the airfines. b7C -1
= b2 -4
b7C -1
b7E -1
4 bé -1

| |
5. Once we get this, ! will forward this person’s name to the TSA for placement on the NO Fly list. Once
this person is on the list, he will not fly within the US, nor will he be able to fiy out of the US or from any

airpor] }

I_‘I:;larks. i hope that this is of some assistance, bz -4
bic -1,3
Pﬂmm 05:20PM >>> b7E -1
' b6 -1,3
We've got a guy we want to no-fly. Do you have a copy of the last one we gave you?
Thanks.
b7C -1
CC: bt -1

AL INFORMATION. CONTAIRED
I AEE cboatn Nu;/m. Cal

CA¥03- 1119
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(Fwa e No Fly st question, " ' Page 1]

b7C -1
b6 -1
From:
To:
Date: Sun, Feb 16, 2003 1:47 PM
Subject: Fwd: Re: No Fly List question
b2 -4
b7C -1,3

l am the supervisor in the Terrorism Watch List and was on leave when your e-mail came in
basically answered your quesiion, but | wanted to make sure you were aware of the procedures for TSA's b7E -1

lists v g, | Ib6 -1,3

h2 -4

b7E -1

If you have any further questions, please contact me or the TWL staff.

I h7C -1
TWL 24/7 num JerI
' be -1
ce: twl . b2 -1
At WFORMM'{ON CONTAINED
“Eﬂ R m

| CmOa_’qq “’qNLS/fQG CRl
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R No Py Lot quastion T " Page 1)

From: b7Cc -1
To:

Date: Fri, Jan 31, 2003 4:56 PM bt -1
Subject: Re: No Fly List question p

%— not SSA anything..)

No, not at this point as { can't see the formica pattern on my desk due to paper gluttage,
I trust the ec is worthy and appropriate. However, please remember the following if you wish to proceed:

As a guide - If a G/A wishes to place a person on the No Fly List, the person {generally} is:

* A threat o civit aviatior] ]
| | b2 -4
* Will NOT he able to fly on commercial aircraft,
* i ] b7E -1
L]
tf the C/A still feels that strongly, then.. with the concurrence and assistance of your HQ Substantive Desk
S8A, prepare:
1. All the bio info you can put together on this person. This will need to be at the FOUQ (for official use 5 _4
only) level, it goes to the airlines. | ] P2 -
b3 -1
' b7E -1
2.1 J
3]
b2 -4
b7E -1
4] |

5. Once obtained, this information is forwarded to the TSA for placement on the NO Fly list. Onca this
person is on the list, he will not fly within the US, nor will he be able to fly out of the US or from any aiport  ©2 —4

| | bTE -1
6. |

| i _

| hope this helps, Please call me if you need further guidancefassistance.

554 |
Countérterrorism Division b2 -1
Civil Aviation Security Program b7C -1
Room 11795, FES:IS?( ALL INFORMATION CONTAINED
- b6 -1 IFED  ~
Ecaa P SV AVEEATTIN YA A}Lszﬁﬁ/CoL

CR403-1119
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| Talking Points for the Director Concering the TSA No Fly/Selecice Lists Page 1]

b2z -1
From: b7C -1
To:
Date: Wed, Apr 23, 2003 2:18 PM be -1
Subject: Talking Points for the Director Concetning the TSA No Fly/Selectee Lists

Aftached are the talking points you requested for the Director conceming TSA's No Fly and Selectee List.

ALL INFORMATION CONTAINED
SRR 100,61 NI Ae/OAL

Cadaz - |19
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TSADirpoinis.wpd N Page 1]
b7C -1
b6 -1 04/23/2003
TSA No Fly/Selectee Lists
TSA and FBI procedures

These lists were developed by TSA soon after 9/11 and are based on TSA Security Directives
issued to U.S. based air carriers.

The No Fly list, which contains 1216 names, is designed to prevent terrorists who pose a threat to
civil aviation from boarding U.S. based aircraft. An individual on the No Fly list will not be
allowed to board a U. S. aircraft.

The Selectee List, which contains 673 names, is designed to provide extra security screening to b2 -4
individuals| | An individual on the Selectee List will be searched

— N TE -1
by airline personnel before being allowed to board a U.S. based aircraft. b
It is common for individuals ¢o believe they are on the Selectee List because they receive
additional security screening (searches) for other reasons such as random selection or selection
through TSA's Computer Assisted Passenger Prescreening System (CAPPS).
, b2 -4
The names and identifying data| fon the No Fly and Selectee b7 -1
lists are provided to TSA by the U. §. Intelhgence Communty, Ihe CIA and FBL
FBI places names on the lists by written communication to the TSA representative at FBIHQ.
| - | Removal of names follows the same bz -4
procedure. b7E -1
Individuals who are delayed boarding aircraft because of potential name matches with names on
the lists may contact the TSA Office of Ombudsman who will assist in resolving the issue.
Airline Procedures
Identification of individuals on the lists is done by the airlines, bo -4
| -
b7E -1

If the airline identifies someone who may be on the No Fly or Selectee lists, they arc required to
notify the FBIL. Airlines are also instructed to contact the nearest law enforceient officer 1o
assist in resolving identification issues.

Future TSA Procedures
ML INFORMATION CONTAINED

%‘FM 61 NLS /A@. cal_

* \
403 -1119
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T0: TERRORISM WATCH LIST STAFF

Heeting w/ SA pn May 22, 2002: bz -1
A targe percent of calls coming into our TWL phone line are related to the b7C -1
Transportation Safety Administration (TSA) Watch List a.k.a F.A.A. Please refer b6 -1
these callers to TSA at[_____ ] They are under a 24/7 operation.

TSA has fwo lists:

1} No-fly List (persons who can’'t board plane)
2) Selectee List

Note: The original 9/11 FBI Watch List ];_ggiun;;_gng_mnnx_gi_;hg_naqes on that b2 -4
original list were placed on the F.A.A.

b7E -1

What you need to find out:; What list do they have?

You may call SShl lof £B1's Civil Aviation Security Program or TSA's .
representative to SIOC/FBI, only if you think the call is a detriment to
ciet prefers that you page him first to get instructions before calling
| lor |

b2 -1,4
gls:;;.!(: " II _O'FFTL'E_|_|_| b7Cc -1,3
E:Eia - pacer] 1 b7E -1
be -1,3
ot ,

Everything you want to know about TSA's list and related matters can be found

b2 -4
1 - b7 -1

Al INFORMAHUN CoNTAINED

s
A EN {ﬁuﬂﬂ&cﬂ’) /\/LS/N@/CQQ
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From:

To: _
Date: Mon, Jun 3, 2002 2:30 PM p7C -1
Subject: No Fly list bt -1

L1

TSA creates the No Fly list based on input from a variely of sources, including the FBI. [ ]

bz -4
b7E -1

b2 -4
| p7C -1

b7E -1

b6 -1
L I

e i |6/3/02 12:30:56 PM >>>

ible hit on the no-fly list, but all that
b2 -4

"b7C -2

An FAA agent was on scene and asked us to either clear him to fly, or to deny him boarding. ! fold the

agent that | could do neither based on the information | had at the time. . ! b7E -1
[ ] Violid the FAA guy that he was going 10 have To call Tis SUPervisor ¢ -2
to make a call on this, He kept telling me that the Bureau had input to this list, and it was up to us to say

yea or nay. He eventually cleared the person to fly through his chain in DC.

My question is, who creates these lists and what are our r nsibilities with vregard to it? { was of the
understanding that we were to identify potential ma!ches.i

] b2 -4
l lis there any mechanism in place to detain him,
aside from the normal investigative detention? b7E ~1

Also, t am not the sharpest tool in the shed, so could you explain the difference in the selectee and no fly
lists to me? And what specifically do we do if we have a selectee list hit? These may be stupid
questions, but you know what they say!

ThanksD

>> Jos/31 12:41 PM >>> b7C -1
thank you. you're doing great out there, making the whole Bu jook good and boy, do we need if. b6 -1
>>>_ l5/31/02 12:25:39 PM >>>

T slae/
“ﬁis“f}ﬁffiwwbq !\LS NG/ cal
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W{am I : N m

biC -1
b6 ~1 b2 -4
Tom: b7¢ -1,3
0: p7C -1,3 .
Date: Fri, Cct 11, 2002 1:44 PM ! b7E -1
Subject: Re: No Fly List b6 -1,3
- be -1,3

;o place an individual on the No-Fly we ask that you state in the EC that the FBI believes that the listed
individual is a threat to Civil Aviation Security. We ask also that any by at the For

Official Use Only (FOUOQ). This information is provided to the aidines | |

' [Mope that answers your questions on This.
ﬂease calffemail me of TSA) ¥ you have any further questions

Thfﬂk You,

>>:_:I ] . |10!11 8:37 AM >»> b7C -1, 3
b6 ~1,3
:ugested | e-mail you with my question....

Boston has subject that we would fike to add to the TSA "No Fiy List". Do you know who | address the EC
to?

D : ' b7C -1

" cc: bé -1
LN
o SR 203 LN [0 e./cn L

Ch¥ os-f’m
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b7C -1
From: b6 -1
To: .
Date: Fri, Oct 4, 2002 4:26 PM
Subject: Re: Watch Lists Summary

DOK the summary prepared for the Director/John Pistole is from a document which | wrote and have

posted on the SIOC web site. The sununaty quotes what | wrote but ihg person who wrote the summary
had no way of knowing that these procedures pffe:
(the gist of my previous mall.) .

b2 -4
b7E -1
This proves that you can't always take something on a web site at face value without checking its
accuracy, since people don't always update sites - one of my many "to do” things. | will change the web
page to refiect the current situation.
Please relay the above to the person who did the summary so they can be made aware of it.
Thanks. : bz -4
be -1

>3] 014102 2:23:40 PM >>> p7C -1

I b7E -1
e | HO/3/02 7:41:07 AM >>>

Wae received a call early in the morning from Exectuive Watch requesting that we tell them for the Director b2 -4
what the procedures were for getting people on and off the Watch List. This sounded a lithe unusual 50 |

went down to Executive Watch and saw that the John Pistole wanted to know the procedures for getti b7C -3
peopie on and off the No Fly lists. 1told Executive Walch that | could not answer that -
controls that, and he haid e-maited us recently that it ook b7E -1

ke -3

Later in the day Art Cumminés called and wanted a more complete response to the question including all
Hsts which may be referred to as "Waltch Lists"l bnd | drafled that. The part concerning the No Fly

and Seleclee lists was taken from a piece on the| atitied b2 -4
| i It provides guidance for agents on how lo respond to No Fly list and Selectee list

bi7C -1
issues. The description concerning the meaning of and response 1o Selectee List persons comes from
that piece. R7E -1

I:a:astaskedtoprovideaveryquiokresponsetoMonaverybroadsubjecLSomepieoeheandI be -1

drafted was not as complete as a more deliberative project. Thanks for your clarification on some of these
Selectee No Fly issues.

_22)]_‘ waoz 7:10 PM >>>

F Thank:. (Please see questions and observations below.)

was this the document you used to answer the Dinector's question in the attached emailyousent b7¢C -1
to the Direclor’s Brief Group? Or, did you receive another answer, or are you still waiting? UC
[—_Jasked CAS Program te look into in and, based on what the Terrorist Watch List Unit toki us, € be -1

seemed that they ing a response, but now I'm not sure, because of my subsequent
conversations wi nd the attachment he sent me.

ALL TNFORMATION CONTAINED

Hiwﬂ!‘/% éb‘? Ncs/nce/c»oc_
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biC -1
bée -1

- some questions and observations re the attachment -

1. Please correct me if I'm wrong - acc 10 o ay and fast night, you__________ idnt D6 -1
know about the attached email request from the Director's Brief Group te how people get b7C -1
on and off the No Fly List. However|_JvasTas Cummings to expand on t which

listed various watch lists, and you don't know whether that tasking was in response mﬁ:mail

request or for some other purpose.

2. If possible, piease email me what the original document looked tike, and houDexpanded it. Also,
there are some inaccuracies in what is written:

ﬁ bz -4

kL7E -1

(b) the description of law enforcement response for the Selectes lis

(c) the No Fly List procedure omits the majority of the procedure meaning that there IS a LEO response

and it invariably includes the FBIJ |in order to gst someone off the
list. .

Regards,

>>>|:|1m2m2 12:13:42 PM >>>

As you requested. There was a “watch list" summary which was emailed kDand myself, and we were
asked to expound o the descriptions depicted therein. | do not know who authored the original watch fist  ©7C -1
summary. . . b6 -1

cc: [ i
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b6 -1
b7C -1
From:
To:
Date: Sun, Sep 15, 2002 7:25PM
Subject: Re: Fwd: TSA No Fly list
We need a statement from the| fhat the person

(s) is/are believed to be a threat 1o civil aviation security and we aiso need all possible bio information at
the FOUOQ (for official use only) classification.
Thank you for your assistance on this.

—

>> 108/29/02 12:39PM >>>

Was the attached ever added {or in the process of being added) to the No Fly List? Just frying to
ow up on everything. Thanks.

p7C -1,3
ce: | b6 -1,3

ALL INFORMATION CONTAINED

A0S US40 6 Nu/ne/an

A#03-1119
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b7C ~1
- b6 -1
From: ; | b2 -4
To: T
Date: Wed, Sep 25, 2002 8:02 AM biC -1,2
Subject: TSA No Fly/Selectee Project b7D -1
Yesterday 1 received a call fromar] ___Jofficer concerning one of the TSA No Fiy listed individuals, 175 -1

| When ! pulled our TSA drop folder here, | noticed tha

had fun the name through ACS. She had put several communications in the folder which were veryb6 -1, 2

helpful. Basically, this mdividual was listed on the FBI's original Project Lookout watch list but had been
removed because the Miami office determined he had 1

| point out this folder to you as a good example to use in our project to provide more information in these
TSA No Fly/Selectee folders. Basically, the documents show that this individual probably should not be
on the TSA No Fly list. So, | hopefully can use these documents to get #309 removed.

It was also very helpful the way that]____Jhighlighted certain key information in the documents she b7C -1
printed from ACS. Since #309 was sfill on the list, | referred thel'z:bﬁlcer to TSA for further b7D -1

information. | did not tell him my suspicion that this individual should have been removed from TSA' list,
I will take up that with TSA separately. be -1

In any case, that folder serves as a good example of the type of information which will be extremely _
valuable as we continue to work with TSA and to assist agents in the field that are involved in these bID -1
degisions whether to prevent people from fiying. If an FBl agent had calied in instead of a{____ Jofficer,

! would have told the FBI agent of my concern over whether this person should even be on TSA's list.

cc: b7C ~1
b6 -1

ALL INFORMATION CONTAINED
BRI 102 1) NS (Ac | G
CAF03-[119
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b7C -1
be -1
From: i
To: I
Date: Wed OcrZ, 2002 7110 PM
Subject: Re: Watch Lists

- Thanks. (Please see questions and ohservations beiow.)

b7C -1
was this the document you used to answer the Director's question in the attached email you sent
irector's Brief Group? Or, did you receive another answer, or are you still waiting? 6 -1
ked CAS Program to look into in and, based on what the Terrorist Watch List Unit told us, it
seemed that they were formulating a response, but now I'm not sure, because of my subsequent
conversations with|:|and the attachment he sent me.

l:l some questions and observations re the attachment - b7C -1
1. Please correct me if 'm wrang - acc to our chat yesterday and lastnight yo it
know about the atiached email request from the Director's Brief Group re how people get

on and off the No Fly List. However| _|was tasked by Art Cummings to expand on a document which

listed various watch lists, and you don't know whether that tasking was in response tol__—hmail

request or for some other purpose. . b2 -4
2. f possible, please email me what the original document looked iike, and ho\n|: xpanded it. Also, b7C -1
there are some inaccuracies in what is written: bTE -1
a iteri for : | be -1

— —

b2 -4

b7E -1
(b) the description of law anforcement response for the Selectee list, which cites TSA directives, is wrong

b2 -4
(c) the No Fly List procedure omits the majority of the procedure, meaning that there IS a LEQ
ﬂit invariably inciudes the F8i i R7E -1

ALL INFORMATION CONTASRED

gl L ARSTUIE [ae/cal

»:rl 10/2/02 12:13:42 PM >>>

As you requested. There was a "walch list” summary which was emailed l‘oEIand myself, and we were b7C -1
asked to expound on the descriptions depicted therein. 1 do not know who authored the originat watch list

summary. bé -1

CC:
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b6 -1
b7C -1
From:
To:
Date: Mon, Sep 23, 2002 2:08 PM
Subject: Re: No Fly List 109
Thanks for the response We're here for you, should you need us in the future.
R7C -1
=l j09/23 1:15 PM >>>
b6 -1
Thanks for your offer, but it probably cannot be accepted, gx TSA, which is unlikely. Th
guys are seeing the lists because they may be part of th p, to which | send the hsts.
b2 -4
b7E -1

TSA controls dissemination and, because the info comes from a variety ol
“third-party” info.|

S

[l'm_notsurewhatﬁq FSAmpsdow b2 -4

15T, although they might give it to their local contacts.

sOUNCeS 15 CONGIGeIed Ic

I b7E -1

Thanks again for your thoughts.

854 [fax)
Civil Aviation Security Program, Room 11795 b2 -1.2
Domestic Terrorism Counterterrorism Planning Section !

] ism Division b7Cc -1
i e0.qov

bt -1

>» bggggg 10:53:06 AM >>>
| } do amy{ these lists? The FBI detailees here aDWashhgton

are just starting to see them vizy d we're wondering if we can assist in any dissemination
! /C] biCc -1,3

= Joiz1 4:15 PM >>> b6 -1,3
Although | will be on annual leave next week, from 9/24-27, the first of four permanent Civil Aviation

Security Program agent suparvisors arrives on 9/25. SSAL_____Jwill he "me” for the week, and {

hope to leave her sufficiently clear instructions for disseminating and posting any lists that come in, b6 -1, 3
although they may not be formatted in the usual manner. As a backup, you may contact your TSA
representative or the TSI Watchaf | for the most updated list and ID information. b7C -1,3

For background info on why someone may be on the list, the FBI Terrorist Watch List Unit may be able to
assist you, as they are warking to bacidill that info for their drop files.

Piease forward/disseminate as appropriate

** Recipients of this mail have either been designated as Airport Liaison Agents or have duties and
responsibilities which necessitate, or are enhanced by, awareness of Transportation Security
ALL INFORMATION cgmmuzn : |
SSAUSD 10 26N Vs s lcal
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Page 2 ]

b7C -1
bée -1

Administration (TSA - formerly FAA) security information.

b2 -4

b7E -1

b2 -4

b7E -1

SSI’___ _ _pax)
Civil Aviation Security Program, Room 11795
Domestic Terrorism Counterterrarism Planning Section
Counterterrorism Division

ie0.gov

CC:

SUSSMAN-144
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biC -1
be -1
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