IN THE UNITED STATES DISTRICT COURT
- EASTERN DISTRICT OF NEW YORK

MICHAEL SUSSMAN,
Plaintiff,
V.

UNITED STATES DEPARTMENT OF ‘
JUSTICE, UNITED STATES DEPARTMENT
'OF TRANSPORTATION, TRANSPORTATION
SECURITY ADMINISTRATION, UNITED
STATES POSTAL SERVICE, UNITED
STATES SECRET SERVICE, and INTERNAL
REVENUE SERVICE

Civil Action No. 03-CV-3618(DRHYETB)

Defendants.
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FOURTH DECLARATION OF DAVID M. H.ARDY
I, Davnd M. Hardy, declare as follows:

(1) Iam currently the Sectlon Chlef of the Record/Information Dlssemmatlon Section

|
-

("RIDS"), Record's Management Division ("RMD"), at Federal Bljreau of Investigation
' Headquarters _("FBﬁ{Q"I) in Washington, DC I have held this position sihcé August, 2002,

Pﬁor to joining the FBI, from May 1, 2001 to July 31, 2002, I was the Assistant Judge Advocate |
General of the Navy fdr Civil Law. In that bapacity, I had direct oversight of Freedom of
]nformation_Act_ ("FOIA™) policy, procedureg, appeals, and litigation for the Navy. From October
1, 1980 to April 30, 2001, I éewed as a Navy Judge Advocate at i_raﬁous commands and routinely

worked with FOIA matters. I am also an attorney who has been licensed to practice law in the
' : : (




State of Texas since 1980.

(2 | In my current capacity as Section Chief, I supervise the Freedom of Information
Infonna_.tioanrivacy Acts Liti_gation Support Unit ("FOIPA LSU"). The statements contained in
this déclarat:ion are bésed upon my.personal know;vledge and upon infénnaﬁon- provided to me in
| my official capacity. |

3) | Due to the nature of my official duties, I am familiar with the procédures f&llowed_
by the FBI in -respoﬁdling to requcsts for information from its ﬁleslpursua;lt to the provisions of |
‘the FOIA, 5 USC § 552, and the Privacy Act of 1974, 5U.S.C. § 552a. Specifically, I am
aware of the treatment which has been afforded the plaintiff’s three (3) FOIA requests to FBIHQ
_énd nineteen (19) separéfe FBI field oﬁces for access to records concerning himseif and the
gm-remment’s "No Fly" List. “

4 My responsibilities also include the revi_éw of FBI information for clasSiﬁcat_ion
pufposes as m_andatéd by Executive Orde'r 12,958, as amended,’ gnd the.preparation of - |
| déclar;tions in supbort of Excmption I claims under the FOIA.? Ihave been designated by the
Attox:ney General of the United'Stét.es as an original Top Secret 6lassiﬁcation authority anci a
_declassiﬁca_tion authority pursuant to Execﬁtive Order 12,958, as amended, §§ l.3lland 3.1

" (5) The purpose of this dcclaration is to provide the court and plaintiff -with an

explanation of the procedures used in fhe review and processing. of‘ these documents. In
_accordanc;e with Vaughn v. 'Roseq, 4384 F2d 820 (DC Cir. 1973), this declaration provides a

justiﬁcaﬁon for FBI records which were withheld from disclosure pursuant to FOIA Exemptions -

| 60 Fed: Reg. 19825 (1995), and 68 Fed. Reg. 15315 (2003).
? 5U.8.C. § 552 (b)(1).
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- 1,2,3,5,6,7(C), /D), and 7(E), SUS.C.§ 552 (b)(1), (b)(Z); (b)(3), (b)(5), (b)(6), (B)(7X(C),
®(7)(D), and (b)(?)tE), and Privacy Act Exemption (j)(2), 5U.8.C. § 552a (j)}(2). |
| CORRESPONDENCE RELATING TO PLAINTIFF’S REQI}EST
6) A.description .of tHe corresﬁondence related to plaintiff’s requests is set forth in
detail in the First Hardy Declaration; at 9y 5-7; and the Secbnd Hardy Déclaratioﬂ, at 9 6-8;
~ therefore, it will not be repeated in this declafation. |

EXPLANATION OF THE CENTRAL RECORDS SYSTEM

(7)  An explanation of the FBI’s Central Records System ("CRS") is set forth in detail
in the Sécond Hardy Declaration at 1§ 13-17; and therefore,. will not be repeated in this

declaration.

' RECORDS RESPONSIVE TO PLAINTIFF’S HQ AND FIELD OFFICE REQUESTS
(8) The documents covered in this declaration consist of the pre-’procéssed ‘material that

was located at FBIHQ and that was originally procésse_cl and released in Gordon v. FBI et al, .

~ C.A.No. C-03-1779 (N.D. Cal.). The search cut-off date for this case was Decembet 3 1, 2002;
" therefore, this material_include$ all records created on or before December 31, 20022 This
| material was identified after a search was conducted of the CRS at FBIHQ. As part of the

" systematic search for pdtentially .responsi{fe_ records, on May 12, 2003, an internal memorandum

? In response to other pending litigation in Elmoslemany et al v. FBI, C.A. No. 04-5592
(D.D.C.), FBIHQ conducted another search to locate material related to the "No Fly" list. This
material is currently being processed for release in that matter and once this release is made, -
FBIHQ will make a release of this material to plaintiff. In the Elmoslemany litigation, a similar
search was conducted for "No Fly" list material. After a search of the CRS was conducted, on
January 31, 2005, an internal memorandum was sent to all FBIHQ Divisions directing all .
personnel to conduct a thorough search for all records that were created after December 31, 2002,
concerning the "No Fly" list. ' ' - '
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was sent to all FBIHQ Divisions and the San Francisco Field Office ("SFFO") directing all-

personnel to conduct ﬁthorough search for documents responsive to the request at issue in the

Gordon litigation. The results of those searches included e-mail messages, draft memorandum,
hand-written meeting notes, and public source information, such as, newspaper and Internet

articles. .

il

_EXPLA&ATIONI OF THE PROCESSING OF RESPONSIVE DOCUMENTS

) . All documents were process'ed to achiev_e maximum disclosure consistent with the '.
provisi_ons with the FOIA. Every effort was made to provide plaintiff w1th all material in the
pﬁblic'doma.i.n and with all reasonably segrggable port:ioﬁs of releasable material. Each page of '
Exhibit A“ is Bates stamped "SUS SMAN 1'.- SUSSMAi\I 325." T_he FBI has ésser_ted Privécy
| Ac_t iixempti_tm (j)(2), SUS.C. § 5523, anci FOI_A Exemlptions 1,2,3,5, 6,- ’7(C), T(D); and 7(E), |
SUSC.§ 552 ()1, (5)2), (BX3), (B)(S), (X6, BXTNC), (B)T)(D), and (XTXE) to withhold
. ce'rtain‘_ information contained in this material. | | |
(1_0) - Copies of the %locmnents cont.ain on their face, coded categories of exemptio'ns

which detail the nature of the information withheld pursuant to the provisiohs of the FOIA. To-

.4 The FBI has .reproceséed the "No Fly" list material that it released to plaintiff in
December 2004, Exhibit A contains the reprocessed "No Fly" list material.

~ * In the Gordon litigation, the FBI identified 325 pages of material concerning the"No
Fly" list; however, of that total, 78 pages of material was either withheld in full or was accounted
for as a duplicate page. Accordingly, the FBI released 247 pages of material concerning the "No-
Fly" list to plaintiff in this case. In addition, the FBI has inadvertently released in full Sussman
pages 25-27, which should have been withheld in full on behalf of the Transportation Security
Administration ("TSA") pursuant to FOIA Exemptions (b}(2), (b)(3) (49 U.S.C. § 114¢h)), (b)(5),
and (b}(7)(E). Accordingly, in Exhibit A these pages are identified only by reference to the page
numbers. The FBI has also inadvertently released certain information contained in Sussman
pages 314-315, which should have been withheld pursuant to Exemptions-(b)(6) and (b)(7)(C).
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further describe the information withheld in ;nore detail could ident:ifY the very material that the

FBI is protecting. No reasonably ségregable, nonexempt portions were withheld from plaintiff.
' The coded categories are provided to aid th_é Court’s review of the FBI’s explanations of FOIA -

" exemptions used tc;withholq fhe protected material. Accordingly, a review of this -informaltion
will reveal that all material withheld is exempt'frbm disclosure pursuant to properly asserted

| FQIA éxcmptions or-it is so intertw_ihed' with protected material that segregation is not ﬁossiblé

without revealing the underlying protected material.

MECHANICS OF USING THE CODED FORMAT
WITH THE EXEMPTION CATEGORIES

| (1:1) Alpod_ed_fgnngt is used in this case to assist the Court and plain;tiff in reviewing

the information withheld within the context of the documénts therﬁselves. Each in_stancé of
inforf;l-atibn that 1s _withield pursuant to the FOIA on the attached documents is accompan_ied by
a coded_design#tion t-hat cor_responds to the categories listed belbw. Fofcxamplc, if "(b)} 7} C)-
1" aﬁpears ona clo"c-um_ent; the "(bY7)(CO)" desiénation refer§ to Exemption (b)(7)(C) of the FOIA -
. under the category "Un\afananted Invasion of Personal Privacy." The numerical designation, b
' naiféws the maiﬁ category to the more specific subcategory, "Names of FBI Special Agents
(SAs) and Support Persormel.” Listed below are the c.atego.ries -used to explain the FOIA

exemptions asserted to withhold protected materia_l.

SUMMARY OF JUSTIFICATION CATEGORIES

B Categon_*y' (b!(li - Classified Information

Catego 2) Internal Agency Rules and Practices
-_ (b)(2)-1 : _ FBI Telephone/Facsimile Numbers (Used in conjunction

with (b)(6)-1 and (b)(7)(C)-1)
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(0)2)-2

(b)2)-3
©)2)-4
XS

Category (03
()31
®3)2
' :Cafegorg b)5)

B
®)5)-2
(b)5)-3

Catego 6

(b)(6)-1
(b)(6)-2

(b)6)-3,

-

E-Mail Addresses of FBI Special Agents and Support

_. Employees and Non-FBI Federal Employees (Used in
conjunction with (b)(6)-1 and (b)(7XC)-1) -

FBI File Numbers Assigned to the "No Fly " List-related
material

Selection Criteria Used for "No Fly” and "Selectee" Lists -
(Used in conjunction with (b)(7)(E)-1) '

Internal Practices with Regard to Disseminatioﬁ of thc
TSA’s "No Fly" and "Selectee" Lists

" Information Protected by Statute

Title 49, USC, Section 114 (per TSA)_

Title 50, USC, Section 403 (per CIA)

: Privileged Information: Deliberative Process Privilege,

Attorney-Client Prmlege and Attorney-Work Prodnc
Privilege

Deliberative process privilege
Attomey-client privilege

Attorney-work product i)rivilege

- Clearly Unwarranted Invasion of Personal Privacy

Names and/or Identifying Information Conc.eming FBI
Special Agents and Support Employees (Used in-

" conjunction with (b)(2)-1, 2 and/or (b)(7)(C)-1)

~ Names and/or Ideﬁtifying Information of Third Parties of
~ Investigative ]nterest (Used in conjunction with (b)(7)(C)-

2)

Names.and/or Identifying Information Cont:éming Non-FBI
Federal Government Employees (Used in conjuncnon with

. ®)7NC)-3)




©)6)-4
()6)-5
®X6-6

Category (b)( HO)

BXTHO)L
GO
B)THC)-3
(BXTNC)-4

(BXTC)S
BN7)(C)-6
" Categor [ D
(b)(7)(D)-1

Category (b

Unwarranted Invasion of Personal Privzicy '

Names and/or Iclentifying Information of Non-Federal Law
Enforcement Employeés (Used in conjunction w1th '

(bXTHO-4

_ Names and/or Identifying Information of Foreign

Government Personnel (Used in con;unctlon with

(bY7XC)-5)

Names and/or Identifying Information Concerning Third
Parties Merely Mentioned (Used in conj junction with

(}7HC)- 6)

/

- Names and/or Identifying Information Concerning FBI

Special Agents and Support Employees (Used in
conjunction with (b)(2)-1, 2 and/or (b)(6)-1)

‘Names and/or Identifying Information of Third Parties of
Investlgatlvc Interest (Used in conjunction with (b)(6)- 2)

Names and/or Identxfymg Information Conceming Non-FBI |
Federal Government Employees (U sed in conjunctlon wnth '

©)(6)-3)

Names andfdr Identifying Information of Non-Federal Law
Enforcement Employees (Used in conjunction with (b)(6)

4)

Names and/or Identifying Information of Foreign
Government Personnel (Used in conjunction with (b)(6)-5)

‘Names and/or Identifying Information Concering Third

Parties Merely Mentioned (Used in conjunction with (b)(6)-

6)
Confidential Source Material

- Names and/or Identifying Information of Foreign

Govemments

Law Enforcement Investlgt_ltlve Techmgues and

Procedures
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_ (b)(?)tE)-l B . : Selectlon Criteria Used for “No Fly" and "Selectee” Lists
S (Used in conjunchon with (b)(2)-4)

(b)(?i)(E}'—Z ' - Procedures and Methods Used for Dlsseminat'ion'of the
o -~ ""No Fly" List (Used in conjunction with (b)(2} 3)

JUSTIFICATIONS FOR REDACT[ONS
(13) Péragraphs 14—9? mf‘ra, explam the FBI’s rationale for w1th‘holding each

particular category of information under the specific exemption categories describgd above.

PRIVACY ACT EXEMPTION D)

(14) SubSectioh (i)(2) of the Privzicy Act exempts from mandalo’ry disclésure systermns
of records "malnlamed by an agency or component thereof Wthh performs as its pnncnpal
functlon any acuvrty-pertalrung to the'enforcemem; of criminal laws, including pQ]lCC efforts to
prevent, _cont_ro.l, or redtrcc crime or to apprehend criminals...." |

(1.5') 'f_h_e doc'_umenls which have been idemi.ﬁed as re'spbrlsi-ve to plaintiff's request and
v»\f'_h'ich erre now the srrbject_o'f this dcclaral.ion, are erther currently a part of ther FBII’s'CRIS, or Willb

“shortly be incorporated into, the CRS. In the wake of the terrorist attacks of September 11, 2001,
the FBI laurrcl_led thr_e.largest, most cbmpreﬁerrsive investigation in its history (PENTTBOMB) in
- order to identify the killers of Sei)tenrbér ] 1 and to prevent further terrorist attacks. The "noﬂ-y“
and "selectee” lists have become a s:gmf icant and valuable tool in the FBI’s effrmns to ﬁght
t.erronsm épemf cally in the area of aviation. The documenls generared as a result of these
. _investigati\{e efforts, as lhey relate to the "Nc.;r Fly" list and "Selectee” list _and PENTTBOMB, arfr
exempt from ,drsclosu're pursriant to Exenl‘lr)tidn 0)(2) .of _the Priracy Act. Although access to |
these docu_menfs has been déni_ed u'ndér thlé Privacy Ar:t, documents responsive to plaintifT’ s

requests have been processed under the access provisions of the FOIA\to achieve maximum
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disclosure.

'FOIA EXEMPTION (b)(1)
CLASSIFIED INFORMATION

| I(ld)_ - S5US.C .§ 552 (b)(1) exempts from disclosure"those aecords .tlaat are:

.(A) eeeCif cally authorized under critel.'ia’establi.shed by an Executive Order to be kept
secret in the interest of national defénse or forelgn policy; and (B) are in fact properly .
classified pursuant to such Executive Order .

-. (17)  Before I consider an Edcem_ption (b)(1) claim for 'withhelding agency records, |
detem_iine Whether the information in those records IS information fhat satisfies the _requirements .
-~ of E._O. .12',958", as .anaended‘, w_hich govems the cIassiﬁc'alion and protection df information that

affects the natlonal secunty, and complies wulh the vanous substantive and procedural cntena of
Executlve Order. E.O. 12, 938, as amended on March 25, 2003. Executive Order 12,958, as
amended, that cu(rently appl_les to the pr_otectlon of national securi ty in fc;'_rmatlon.T _I am bo,und by
the réquiremenl_S of E.Q. 12,938, as amended, when making -classiﬁcation determinatio'ns.
(18) .- For information to be prope’rly classified, and thds properly withheld from
| dlsclosure pursuant to Exemptlon (b)(1), the mfon‘natlon must 1ﬁeet the reqmrements set forth in
E.O. 12958 asamended §l 1 (a): | _

'( l) an onglnal cIaSSIﬁcatlon authority is cl.assifying the ihfo,rmalion'

(2) the mfonnatlon is owned by, produced by or for, or is under the control of the United
States Govemment

(3) the infonﬁalion falls within one or more of the categories of information listed in

* "National Security” as defined in E.O. 12,958, as amended §6.1(y) "means the
natlonal defense or foreign relations of the United States.”

7 E. 0 12,958 was amended and became effecuve as of March 25, 2003, wnth&the
exemption of § 1.6, which became effective 180 days thereafter:

9.




§ 1.4 of this order; and
~ {4) the original classification authority determines that the unauthorized disclosure of the
information reasonably could be expected to result in damage to the national security,

~which includes defense against transnational terrorism, and the original classification
. authority is able to identify or describe the damage.

(19) Al lhfonnallon which | detemnned to be classified, and which is under the
control of the of the United States government, is marked at the "Secret"' Iev.el since the
unauthonzed-dlsclosure of this mformatlon reasonably could be expected to cause serious
damage ("Secret") to the national security. See E.O. 12,958, as amended § 1.2 (a)(2). In
addition to these subslantl\_/e _requlrements, certain proeedural and admmlstrauve requ1rements of
E.O. 12,958, as amended., must be followed before infermaﬁon can be ‘cons'idered to be properly
_ elassiﬁed,:such as, pr(oper identification and rharking of documents. 1 made certain that all.'
;rrocedural requirements of EO ]2,958, as amended, were followed in order to ehsure that the

_ information was prope'rly classified. [ made certain that:

(1) each document was marked as required and stamped with the proper classification
deSIgnatlon
) {
(2) each document was marked to indicate clearly which portions are classified and
. which portions are exempt from declassification as set forth in E.Q. 12,958, as amended,
§ 1.5 (b), and which portions are unclassiﬁed"’

(3)  the prohibitions and llmltatlons on classification specd’ed in E. O 12, 958 as -
amended, § 1.7, were adhered to;

. .._(4) the decIaSS|ﬁcat10n policies set forth in E.O. 12 658, as amended §§ 3.1and 3.3 |
" were followed; and : .

(5) any reasonably segregable portion of these classified documents that did not meet

¢ E.O. 12,958, as amended, §§ 1.6 (a)(1)-(5).
® E.O. 12,958, as amended, §§ 1.6 (c)
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: ._ the standards fdr!classiﬁcation under E.O. 12,958, as amended were declassified and
marked for release, unless wrthholdmg was other\wse warranted under applicable law."
. .
FlNDlNGS OF DECLARANT
(20). With the .above-requi-'r’emems in mind, I personally and indapen_dently examined
'rhe _in‘_formation withheld from plaintiff pdrsuant to FOIA Exenﬁption L1 determined that the
.classiﬁed in.fonnalio.n"” wirlrheld warrarlts continued classification at d‘ne "Secret” level, pursuant
td E.O. 12,958, as arrlended, § 1.4. Release of this material could ba expected to reveal
infohnaf_ion_, including forei_én gdvei‘nmeat. i'rlformalioni_that wo_ul'd seriously and demonstrably
impair rcl‘al‘io_ns between the Unite._d S.tat.es and foreign gove’mments, or reveal intelli gence
. activities (including special aptiv'ities).- | |
INTELLIGENCE ACTIVITIES AND METHODS
.(_21.) E.O. 12,958, as ameﬁded,§ l.4(c): exempts intelligence activities (incl_udin'g '
special activities), intel'ligence _so.urc.es and methqu; or cryptology from disCIqsure; Redactions
Iaade pursuant to Exempt‘ion {b)(1) in E?(hibit A .Weré mada to proleét intellrge_nce activities and
methods. An in‘tel.lig'e_nr:e .actl;vi.ty or method inr:ludes any intelligencg' actioa or techniqu.e
utilized by the FBII agaiﬁst a targeted ind_ividual or-organization that has.been deter_miaed to be of

‘national security interest. An intelligence method is used to indicate any procedure (human or

non-human) utilized to obtain information concerning such individual or organization.

S 5USC § 552 (b) provides in part: "Any reasonably segregable portion of a record
shall be provided to any person requesting such record after deletion of the portlons
which are exempt under this subsection.”

"' Information classified and rvith_held pursuant to Exemption 1 appears on SUSSMAN
pages 18-19, 50-51, 54-69, 84, 149-151, 184, 195, 220, 229-230, and 264-265.
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{(22) The.ciassiﬁed iﬁ-fonﬁa'l'ion witﬁheld ide’ntiﬁes the specific targeis of current on-
going FBI' intelligence gathering éperations and the methods utiiized by the FBI to collect
intelligence information about or .fl‘(.)m_ these sbéciﬁc targets. |

(23) The {ntelligence ac.tivities and methods detailed in tﬁe withheld infon‘nation are
efféctive means for the FBI to gathc_ef.,' storé or disseminate intélligence information. The criteﬁa
utilized by the FBI in thésg inétances to decide what aqticyns by an individual or organizatibn
warranted the commencement of an investi gatibni or c#used a certain activity to be given
invesiigativé attention over others; could be revealed through disclosure of these intelligence

;‘activities an-d‘micthods. The crite_:ria applied and priorities aésilgnéd are usea in the FBI's présent
intelligence or_counter'inte.ll.igencé 'inv.estiga.tions, and are in aécq_rdance with the Attomey
General’s gui(_lelines on FBI intelligence or counterintelligence investigations. The information

s oblaiﬁed_f’rom the int_elligehce activities and methods is very specific in nature, proQide;i during a -
s.pec'i'ﬁ(_: lime'pleriod, ;ar’l__d.known to v_éry few.individuals..

(24) Itis my determination that the disclclosure of the speciﬁc information whiéﬁ
_.des_cribes the ihtelligehce acli\_iitiés and methods withheld in fhis case and still used by the FBI
today to galtherlin'lelligencé infonﬁ_ation could reasonably be expected _fo cause serious damage to
the national security for the follqwing reasons: (N disc'lo-.sure wquld allow hq.;;tilé entities to
discover th-e.l_current inteiligehée ga’theﬁng h‘ietho&s used; (2) disclosure would reveal curfent _

' 'spe;i_ﬁc targets of the FBI’SI hat_ional security investigations; and. (3) disclosure would reveal the 4
dcteﬁninalion of thé criteria used aﬁdJ priot'itit:s assigned to current intellifgenlce_ or
counterintéiligénce in_ve's_tigations. ‘With the aid of tH'is detailed information hostile entities could

-~ then develop countermeasures which could severely disrupt the FBi‘s_ _intelligence-gathering.
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capabilities. This would se\iereiy damage the FBI's efforts to detect and apprehend violators of
the national security and criminal laws of the United States. Thus, the intelligence activities and
methods withheld by the FBI are properly classified at the “Secret level and withheld pursuant' ‘

to E.O. 12, 958 as amended, § 1.4 (C)

FOREIGN RELATIONS

- (25) | E.IO. 12,958, §h 1.4(d), as aniend'ed, 1s used to indicate cooperative endeavors
| . hetween' the FBI and a named foreign 'g'ovemment’s intelligence comoonents. Redactionsl were
made to protect linformation regarding the c00perat|ve endeavors between the FBI and a named
.forelgn. govemment Intelligence mformation was exchanged between this foreign govemment
~and the FBK_ with the express und_erstanding th_at_the relationship will be held in_strict_ confidence.
The retent.ion of the secret nature of this exchange is essential to ensure continued liaison with -
this coope__rating foreign goveminent, which continues at the present time. -

I' .(26) Information that identifies intelligence infoi'rnation!gather'ed by the United States
- either aboilt or frmn a foreiJgn country is-sensitive. This condition exists dtle in p_art to the
delicate n.attl.re.of intemational diplor_nacy. This in fonnation mtlst he handle Wilh ca.re $0 a's not
.t\ojeopardize the fragile relationahips that exist amoné the United States and certain foreign
-govemmentc. : |

(_275 : The unauthorized disclosure of information concei'ning foreign jrelations or

foreign activities of the United States can reasonably be e)(pected“to lead to diplomatic or
econbmic r_etaliation against the United Stiate_s; identify the target, scope or time frame of
intelligence acti\lliti'es of the United States in or about a foreign counltry, which may result in the

0

curtailment or cessation of these activities; enable hostile entities to assess United States
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in_telligerice_ gatherj ng'gcfivitiés in or'.a'bou't a fdrcign country and d'evise countennéaSu'rcs against
 these éctiviti ¢s; or compromise cooperative foreign sources which may jeo:pardize their safety
and curtail the ﬁowl--of infonnation._-fr.om these sources.

(23) It is my determination that the_.&elicate Iiai.so_n.és_tablished between the United
 States and this foreign government cﬁuld be severely damagéd shOu_Id' the United States decide to
disclose this relationship. The forei é;n government’s Cdoperalic;n in the FBI investiggﬁons at.
issu¢ have not'been'publicly rlev.ealed. To do so now would end.anger the spirit of law

enforcement iﬁtelligence cooperation that the FBI hés labored most strénuously to obtain. This
foreign government will not likely continue (o trust the United States if the FBI discloses its
cooperation in viq_lation'of tﬁe confidentiahity promise given,_ and wi“ be less willing to cooberate
in the future if its past and_cohtinuing requests for ébnﬁdeﬁtialit}f are not honored. At the vel;y ..
l'eas.t a breach of this éonﬁdeﬁtial rela_tionship could be'exﬁecled to produce a chilling effect..of
_ thé f;ee f_loiv pf vital information to United States intelligence and law enforcement agencies,
theréby reducing their effec_tiveness.' Tﬁis would severely hamper t_hé F Bl’s law enforcement
efforts to detect and apprehend those who seek to damage the national security. Therefore, the |
infonnatic’m Witﬁheld to protect thé FBI's confidential relationship with a specific foreign |
-government is prOpe_fly classified at the.‘_‘Secret" level and withheld pursuant to E.O. 12,958, as
atﬁeﬁded,_§ 1,4(6). | |

DEFENDANT’S BURDEN OF ESTABLISHING
- EXEMPTION ONE CLAIMS

29 The infbnn_ation withheld pursuant to Exempiion (b)(1) was examined in light of

the body of information available to me conceming the national defense and foreign relations of
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_ _thé United States. This information was no-t'".'exami'nccl in isolation.” Instead, each individual .
piece of jﬁfqﬁhatiqn was.evaluated W_ith careful consideration given to the- in;pact that aisclosure
of ihis infoﬁnation wil] have on other sensitive iﬁfonnat_ibn c¢ntainéd elsewhere in the United . |
St_a_tes iﬁtell'i gencé commpnify’sﬁlés. EQual consider.at.ilon ﬁaé given to the impact that other
infor_mati-on éilhcr in the puBIic _domain or likely kno‘w;n or suspected by présent or potential

-advefsarjés of the Uni'tec_l States, woﬁld‘have upon the inform_atipn I examined.

(30) Inthose 'insta.ncc‘.:s-where,. in m}.!. jludgement.., the disclqsul‘e of this infc‘onnat;lon could

. reaédnably be e_xpeéteq_ tB cause 'serious-damag_e to the national sécurjty, and its v;/ithhold.ing'

_ oulweiéhed the public benefit of disclosure, I exércised my.prerbgative as an ori ginal

-cIassiﬁcélion autho_rity' ahd désignated that informaﬁon as cIaSs;iﬁed in the i_n'léfest of national
security and invoked Exeniptiér_l {b)(1) to prevent disclosure. Likpwise, the justiﬁcations. for the

" Withhéld _clalssi'ﬁed information Qere p'r.e'pared with the intent that they be read with consideration

gi'vén to thé context in which thé classi_f'_led informatioﬁ is found. )

31) 'I This '.context includes naot only the sunoundihg-uncléésiﬁed info.rm.ati.on but alsd
other information. al;'eady in the public domain, as well as information likely known or suspected
* by other hostile intelligence eﬁtitie_s. Itis myjudgemenl that any greater specificity in the
_ des'cripti.ons and justifications set forth \’;/ith respeci to intellli.gence activities could reasonably be

expécted to jeopardizé the national security of the United States.

_ - FOIA EXEMPTION (b)(2)
INTERNAL AGENCY RULES AND PRACTICES

(32) - 5US8.C. § 552(b)(2) e"xempl_s from disclosure "information related solely to the

internal personnél_ rules and practices of an agency." This exemption encompasses two distinct ’
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categories of records that are 1;ntemal in nature: -tﬁo_se involving trivial admihistratiye mafters of
o genuihe .'public interest (Lo.w 2) and those th'_e disclosure of whicﬁ would risk circumvention of -
a statute or regulation (Hi g_'h'_2_). Disclosure of this.type of information could impede the
 effectiveness of the FBI’s internal law ehf(-)rceménlt procedun;es_. 3 |
(b)2:1  FBI Telephone/Facsimile Numbers

{33) Exemption (b)(2)-1 has been asserted to protéct internal telephone aﬁd fax
~numbers of fBI Special Agents-(SAs),‘su.pport employees, and non-FBI federal employees
(iﬁclﬁdihg the.dire'ct dial telephone numbers of these employees).'” The busiﬁess telephone and
fax nu.mb-er.s felaté directly to. thé.inlemal praétices_of the FBI and othe_r. fed_efal agencies in that
- th;y are used by these indiQidualé during the performance ﬁf their duties. Disﬁlosur_e of thé
telgph@c numbers o.f FBI SAs and _suppoff empl_oyees, and non-FBI federal en;lployees coﬁl_d-

Subject these individuals to harassing phone calls which could disrupt official business |

(including; impeding the ability of these en_ibloyees to conduct and conclude léw enforcement
i.nvesli'gat_ions in a timely manner). In addif_ion, disclosure of the _intemél fax numbers of the FBI
| and other gove-l;nmént agencies could cause these ofﬁce# to be i_n’undaled with faxes which could
also disrupt official business. Routine internal admini.strative informatibn such‘ a.s the phone
numbers aﬁd fax numbers réferenced above .SCI;VC no puBl_it béneﬁt, and there is no indication |

-

that th'e.re is a genuine public interest in the disclosure of these numbers. Accordingly, because

'2 See SUSSMAN pagesl, 5-10, 24, 29-30, 33, 36-37, 39, 44-45, 47, 49, 52, 72-73, 75,
77, 82, 84,98, 117, 128, 132-133, 135, 143-144, 156-158, 160-161, 168, 171-172, 175, 179, 195,
197-198, 201, 204, 207, 210,213, 215, 218, 221-222; 228, 238, 244, 246, 248, 254-255, 260-
265, 267,271,273, 275, 284, 287, 304, and 310. In addition to invoking Exemption (b)(2)-1 to .
protect the telephone and facsimile numbers of FBI personnel, the FBI is also asserting .-
Exemptions (b)(6)-1 and (b)(7)(C)-1 to protect this information. (See {4 61-65 and 77-81, infra.)
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t.he internal busiﬁess phorie .m.l_nlibers_ and fax numbérs are solely felaled to the FBI's and otﬁer
fcdera_l 'agch_ﬁieS‘ internal p.'r'acticies, b.eclzé_use disclosure would not serve aﬁy public benefit, and
because disclosure would impede the effe_c.tlivchess. of the federal égencies ;éfefencec‘l above, the
FBI withheld this information puré.uant to .Exempti;}n (15)(2)-1.

S (b)2)=2 E-Mail Addresses of FBI Special Agents and Support
Employees and Non-FBI Federal Employees

_ ('34) _Exemption ('b)(2')-2. has been asserted to pr;)tect the é-mail addresses of FBI SAs
aﬁd sgpqut emplgyees, as wel_l. ._as the e-mail addresses of hon_-FBI- federal émplojzces.” In this
g case, the clocurﬁé'r_its at issue r_éﬁresént the ¢-mail dial_ogue between FBI employees and ..
: '_émployeesllat otﬁer federal agencies feggrdi ng the critéria uséd n secu_rity. Sc_reenin g processgs, _
details éf aviation secﬁrity measures and law:}enforcer.nen:t résponse rgquireméﬁts for the "No
Fly" list.l Tﬁe.FEI has partially prOtected the e-_mail addresses of noﬁ-FB_I federal employees v;xho
.h.ave worked on "No Fly" list issues by redéct_ing oril';z the names of these employees; as it appears
in their agency e-mail address. Thé FBI has withheld in full the e-mail éddresses o.f.FBI SAs z'md.
support ctﬁpld;ees. The emplbyeés referencéd in the responsive records have an intimate
WOrkiﬁg kﬁéwlédéc'of thé criteria used in security sqreenin:g processes, iﬁfomiation revealing
speciﬁc_ defails ﬁf a_via}ion security mgasuges, and law enforcement TesponSe.requirenieﬂtS-. The
é-fnail a_d.dresse.s'of FBI SAs an<;l nron.-FBl federal emplqyees relate -directl.y to the intemal

practices of these agenc_iéé because the e-mail addresses are used by these employees during the

performance of their duties. The use of the "No Fly" list has been the subject of intense media -

2 See SUSSMAN pages 1, 29-30, 33, 37, 39, 41-42, 44, 47, 49, 52, 71-73, 84, 98, 143-
144, 156, 158, 160-161, 168, 171, 175, 179, 195, 197-198, 204, 206, 211-213, 221, 228, 238,
260-263, 266, 268-271, 275, 284, and 286.
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scrutiny. _Thué, disclosure of the e-mail addresses of FBI SAs, F BI support employees, and other
federal employees who have an intimale wdri(ing l.(nclzowledge.of th¢ ‘.'N_q 'F Iy'.' list could subject
.tlllem.to harassing e-mails from members of the genefal public éncl the media who seek
| infonna_tion‘regardiljg the "No Fly" list..
(35) Receipt of e-mails froni the general public and the media have the potential to
: disrupt official government business in two significant ways. First, disclosure of the e-mail
addresses would allow individuals to inundate the clec_ironic in-boxes éf FBI SAs, FBI support
emmployees, and non-FBI federal ¢i‘nblo_y_ees with_e~mails; which would interfere with fh;‘
employees’ .abili_t:y to cqmmun_icatc i_vithin iheitl respeétive égéncie§ as well as interface with - |
other law enforcement agencies. Any such. diérﬁptio_n could have grave consequences fof the
égencies charged with ensuring the safety of the flying phblic. Second, disclosure of tﬁé e-mail
add‘r_ess.es-could compromise the sécﬁrity‘systems of the respective agencies because disclosure
could pfbvidg a Savvy and sﬁphisticaled computer expert with a nl1eans by which to access the
in;efnal computer systems of the agencies charged with ensuring the safety of' thé flying public.
A sophisticalcd user _could. send compufe_r viruses via e;maill _wl_1ich would dis;_able the computer
net_wb_r_ks- of ..the respcctiifé agencies. Furthermore, a sophisticated user could use the - mail |
 addresses as a means to gain un_authdrized access (o sensitive law_e.nforcement ﬁies, which could
jeopélrciize national securit.y. Disclosure of' the e-mail address would serve no .public benefit
because the e-mail addresses do not in any way demonstrélé how the agencies are.pérfohning
their §latlut§ry'duties. The disclqsure of these e-mail addresses could cause signiﬁcant harml\to
the agenéieé referenced above and would-impede the FBI’s and the other go§emmént agencies’

effectiveness in carrying out their missions. In addition, disclosure of these e-mail addresses
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could risk circumvention of the compiiter security measures employed by the FBI and the other
" federal agencies referenced above; therefore, the FBI has properly withheld this information
pursuant to Exemption (b)(2);2. _

(bY2)-3  FBI File Numbers Assigned to the "No Fly" List

(36)  The FBI protected file numbers used Iby FBI personnel as an internal.
admiﬁistrat_ive tool -tlb facilitate aﬁd coofdinate the FBI’s law enforcemént response
requiremé_nts’,!‘i These file n.umbers designate files that s.erve: as repésitﬁries for the Fi.?,.l’_s law
enforceme_nf re_sponse fequirements. In this case, the "No Fly" list file numbers are exclusivq]y
use& as in_t_emal ident.iﬁ'-ers for the admini_strati\}e control of "No Fly" list matters and have r;o
-bc;aring'_ on the sulb_stance\of tﬁé information. This is a pufely interﬁal practice which allows the
f’Bl to rhﬁije efficiently direct correspondcpce, repoﬁs and 0th¢r_ recon:'ds concerning the "No Fly”
list. Aégording]y,'because the "No Fly" list_ file numbers are .solely related to the FBI’s intenal
practices, and becausé displdsure'v?o'uld nblt serve ény pﬁblic benefit, the FBI has properly

- withheld this information pursuant to Ex'emption {bX2)-3.

i

(b¥2)-4 - Selection Criteria Used for "No Fly" and "Selectee™ Lists

37) Exemption (b)(2)-4, ih"conju_ﬁction with Exemption (b)(7)(E)-1, has been asserted
to protect the following categories of documents: (1) documents which'proirid_e guidance,
. . / ) ’ . .
directions and inslmclipns to federal and local law enforcement agencies (including points of

 contact) when deéling with individuals whose names may appear on the "No Fly" list; and (2)

documents which describe the criteria and procedures used in determining whether an individual

M See SUSSMAN pages 77-82, 124-127, and 215-217.
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poses a threat to aviation."’

Documents Which Provide Guidance, Directions and
Instructions to Law Enforcement Agencies

(58) ' Exetﬁplion (b)(2)-4 has been asserted to- protect dbcuments which provide
guidance, direct.i'ons and instructions to fédcral and Iocél law enlforcément agencies because
disclosure could réasonably impede the cffect_iveness of the "No Fly" list la»\la enforcement -

- response requifements develqped by the FBI and other t;ederal agencies, and risk circumvention

of the law. More spe_cifiééily, the documents at issue ﬁrovidc spécific, stép_-by-s_tep _l.aw -

enforc:inent diréctions and instructions to other federal agencies, I'ocal-police d_epartfnents,

- foreign ofﬁcials and airlines. The documents _detail fhe_-fram_ework and paralﬁ'eters within--whiph
_ individuals may be detained.” Lastly, the documents 'prov_id'e’points of contact fér law | .

enforcérﬁehl officials (including the tele];hone and pagér numbers of critical law en_fofcement _

personnel). | | | |

(39) The information af issue is internal because the information -is used by and |
. shared_. W.;llth - the _varidus law enforcemént agencies .char-ged with pfotecting tllle safety of the
flying public. Disclosure of such sensitive law enforﬁement i\hf;armation Woul_d have disastrous,
far-réaching consequénces. For example; disclosure of st;p_-by-step"'No Fly™ Iiét law
_ en.forcelﬁcnt. respoﬂs;t‘e directions and .instrﬁ.ctions could compromise the "No Fly" lis_t law
eﬁforcemen_t response requ-i.rement.'s develpp_ed by the F-Bl; which wdﬁld impecie the et.'fectiveness'

-of the "No Fly" list. Disclosureof the step-by-step instructions would permit c_rirhinals or

L
.

'S See SUSSMAN pages 1, 4, 14-23, 28-30, 33, 37-44, 46-52, 61-64, 67-70, 75-76, 84-
90, 96-98, 104-105, 116-132, 134-139, 141-148, 152, 155-157, 159, 161-167, 169-170, 173-174,
181-183, 195-198, 202-206, 208-209, 211-213, 221, 223-228, 231-240, 244-249, 252, 254, 256, -
260-266, 268-272, and 287-289. . : '
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terrorist_s to leat-n tﬁe la'w.enfo'rcement responSe-fequirements-of the 'I'No Fly" list and adjust their
Beh'avior 10 avoict detection by the very law enforcement_ authorttieé responsible for identifying
indivicllu.éls who pose a threat to civil aviation. Disclosure of the detailed, step-by-step law
enforcement response directions and instructions WOI.tld only benefit those attempting to violate

the law and avoid detection. As such, disclosure of the step-by-step directions and instructions

could reasopebly be expected.to risk circumvemion of law. Accordingly, because disclbsure of
the step-by-step law en forcemept res:ponse instructions would i'mpede the effeetiveness of the.
"No Fl):r'l' list law enforce.n.nent response retjuirements developed by the FBI and other feder:eI-
tlgenCleS, and dlsclosure could reasonably be expected to rlsk circumvention of law, the FBI has
properly protected this mfonnatlon pursuant to Exemptlon (bt(Z) 4.

Documents Which Descrlbe the Crlterla and Procedures Used in Determlmng
Whether an lndmdual Poses a2 Threat to Avnatmn

(40) Exemption (b)(2)-4, in conjunction with Exemption (b)(7)(E)-1, has also been
asserted_.tp proteet documents which d_etail the selection critert-a_ used in secu'rity'screelninlg
| processes when identifying and detenpi'nipg whett1er an individual.p'o'ges a_th_r_éat to civil avtation
(inc luding the criteria _us.ed when deciding whether an individual shoullcll be added pr re'moveq..
from tl.1e. list). Furthermore, Exemption {b)2)-4,in 'coﬁj unction with Ex_emption (_b)(?-)(E)-l , has
beeﬁ asserted 'tp protect documents which detail specific avliation sectlrity procedures used by the
FBI and other law enfprcemept agepcies when identifying and determining‘ wtlether an individual
poses a threat to cit/il aviation. | |

| (41) The information at issue is clearly internal because it is used t;y, and shared with,

 the various law enforcement égencies charged with protecting the safety of the flying public.
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First, given the fact tt'uat a number of the d_o_cumentS ltst the speci.f.ic criteria which have been
determined to be identifiable to p.ersons'vtho. pose a threat to ¢ivil aviation, Ipub_lic disclosure_ of
thie set .of criteria would have disastrous effects. More Speciﬁcally, disclosure ot' the criteria used
to determirte whether an indi_viduel poses a threét to eivil aviation would permit individua.ls to. o
devise ctrcumventlon strategles Armed with the selection criteria used in secunty screemng
proeesses cnmmals and/or terrorists could adjust thelr behawor o evade detection by avoiding
the very behavior the FBI and other law enforcement agencies'have determined pose a threat to
-civil aviation. - Accot‘dingly, sucha disclosore could reasonaoly be expected to risk
circumvention of law. Second, disclosure of "No Fly"'”list pt'ocedures could likewise hove
dtsas_trous c.onsequences. Specifically, disclosure of "No Fly" list proc'edures \.woutd.enable
crimtnals to ed ucate themselves abddt the "No F ly".list procedures that heve been implemented.
With this information, criminals ot terrorists could tat(e countermeasures in order to‘e\./ade
| deteetion, which would undermi.ne the effectiveness of "No Fly" list proc‘edures. As such,
disclosure ot' security screening proeedutes would impede the eft'ectiveness of the ."NoI'FIy" list
and could reasonably be exoected to t'isk circu_ndvention ot' law. Aeeordingly, because dtsclosure .
_-of the criteria and procedures used when determining whether an individual poses a threat to eivil
aviation tvould irdpede the effectiveness of the "No Fly" list, and because disclosure could
reasonably be expected to risk circumvention of law, the FBI has properly protected this
lnformatlon purstlant to Exemptlon (b)(2) 4, in conjunction with Exempllon (b)(?)(E) 1.

(b)(Z): lnternal Practlces with Regard to Dlssemmatlon of the
' TSA’s "No Fly" and "Selectee" Llsts

(42) The FBI protected portions of documents pursuant to Exemption (b)(2)-5, in
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conjunctio.nll\.vith Exemppibn (b)(‘:‘)(EjQ, that would reveal predominately. internal practices
follow by the TSA and the F-BII with respect to the dissemination of thq TSA’s "No Fiy" and
“Selectée" LiSts."'_ Discloéu_ré of this informalioﬁ could compromise the efficacy- of aviation
securilty measures by prOviding'infqnnation that may be us¢d to assist unéuthoﬁzed individuals
in gaining access t(IJ.the' "No Fi-y" and«"Sel.ectee" Lists‘and enable them to avoid detcction andfof _
plan couﬁter _measureﬁ. Discl_i_:_ysure of t[his information w_o;yld also impede the effectiw_/eness of the
Iav_? enforcement mi.ss.i.on, of the federal ageﬁcies reférencéd a_boz.ve as well as the effecti\lfeness of
‘the law enforcement response reﬁuirement's. For these reésﬁns, the FBI has protected Ithis
“infonn"gt_‘ion_pufsuam to Exemption (b)(2)-5. in conjunction with Exeniption (b)(7)(E)-2.

“ | | FOIA EX_EMPTION (b}(3) E

43) 5USC.§ 552 (b)3) exempts f§§m .disclo.sure information "specifically exempted
from discl_osﬁre by statute . . . p_rbvi_d_ed thlat su_éh st.atut.é (A) requires .thaf the ﬁlatters be w_ithheld
from the public in such a m(;mn.e'r- as to’ l-eave no Ai§creti6n on the issue,_or' (B) cstéblishes

particular criteria for withholding or refers to particular types of matters to be withheld."

Y3l 49 U.S.C.§ 114 (per TSA)

. . (.'44) Exemption (b)(3)-.l, 49 Q_.S.C. § 114, has been asserted to withhold information
oﬁ_ beﬁanl‘f of the Traﬁsportation Security Administration” ("TSA"). This information relates to
TSA’s missio‘n‘ to identify iﬁdilvidual's "who pose a risk to air piracy or terrorism or a threat to
_airline o péssenger safety.” See49U.S.C. §1 14(h)(2)._ Sp'eci-ﬁca-l_ly, Title 4:9, U.S._C.j séction.s

114(s) and 40119(b), prohibit disclosure of "sensitive security information” or "SSI." The term

il

1o See SUSSMAN pages .4?-48, 63, 124, 148, 155, 161, and 214. _
'" See SUSSMAN pages 4, 17-18, 90, 116, 128-130, 132, 245, 269, and 272.
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_ "g.en_sitive security infoﬁnation" is .dieﬁned in TSA’s regulation to Iinclude, among other things,
security prograrﬁ_s, security_di_rectiyes,.sel_ec'tion criterta used in any security screening process,
specific de'téi.l.s éf aviation s:_ecx_lrity measures, 'a.ny eonﬁmems, guidance or implementing
instr_uctions pertaining to a security program or security dir.ectlive, and any dra.ﬂ", proposed or
recomm‘éndéd..ch'angé to this type of in'foﬁnalion. 49 CFR § 1520.7(a), (b),(c), (j) and (1).
TSA has restric_ted the disclosure of.the details of aﬁiatiﬁn ,securiiy measures Ibecause its release

"would co_mpromise the safety cl)f tlhe traveling public by revealing potential weaknesses in the
current security sysfem, by allowing potential attacker_s _O_f ci.vil aviation tlo circumvent or |
otherwiﬁe \d.efeat the secunity measures, and by undérm.ining the _effebtiveness of countermeasures
adOpfed to prevent térror’ism and other viélént Crimin._al acts aboard air_cfgﬁ. _

(45). The reaacted information _cons‘ists of the foliowing: (1) selection criteria; (2)
discussions of problems related to im_plément_ation of the,"No 'F-.Iy" list; and, (3) ihfonﬁation
related to othéf watchli:sts. The. redacted information cléarly relates to TSA’s miSs?on to ideﬁtify

| indiv-id'uals "'who- pose a risk to air piracy or terrorism or a threat to airline ro passenger safety;”
therefor‘e,. the FBI has properly withheld it'on behalf-_of ’I_‘ISA pursuant to Exemptionl ()(3)-1, 49

CUS.C.§114(h)(2). - |

®@E)-2 50 US.C. § 403 (per CIA)

(46) . Exemption (b)(3.)-2 was asserted to inlhholci information p.u.r$uam tlo Title 50,
o-f the Uﬁi_ted States Code, § 403 on behalf .of the Central- Intelligence Agency (';CIA"), which
. relate§ to the organization, its._functio'ns, names, o‘fﬁcial titleﬁ, salaries and numbers of perso'r.xﬁel '
empqoy¢ d' by the ag'engy; The FBI has withiheld information behalf of the CIA that is rélatec_l to

issues that arose in connection with the "No Fly" list selection criteria pursuant to Exemption
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(®)(3)-2, 50 US.C. § 403.1¢

' FOIAEXEMPTION (b)5)
PRIVILEGED INFORMATION

| 47 | I5 U.IS.C. § 552(b)(5) exempts from disclosure "inter-agency or intra-agency
memorandum's or letters which. would no_t: be available by law. to a party other than an agency in
| litigation with the agency.” Exembtioﬁ (b)(5) hé,s b.een cénstmed to exempt those documents or
information normally privﬂege& in the civil discovery context,'l:ncluding, as is the case here,
documents privileged puréuant to thé deliberative prdcess privil.ege, the attomey-cliéﬁt priVil'egeu
and the attomey-work prodﬁct privil.ege: ..

| | Deliberative Process .Pri.vilgg. e

(48) | Th_e delibc_raﬁve process privilege pfote;:ts the internal deliberations of the
government by exempting from release recollnmendaliohs', analyses, speculati.on and other non-
- factual info_nﬁation pfepared in ant_icipatior; of decision-makiﬁg._ The general purpose of the
déliberative prbcess privilege is to prevent injury to the quality of agency decisions. Thus,
mat.ell_'iﬁal that contains or was prepared in connectfon -with the. fém’wlétion of dpinidns, advice,
_evaluaﬁonS, déliberati‘ons, policy fonﬁﬁ!atioﬁ, prbp_osals, -conclusicms or recomm_endations may
lp_rop_erlly be withheld. Release of th-.is type of' infbrmation would have an ilnﬁibiting effect upon.'
the déveléf)meﬁt of pbiicy and administrative direction of an agency bécaus¢ it would chill the

full and frank di'scussion bétween agency personnel regarding a decision. If agency personnel

' See SUSSMAN pages 51, 84, 195, and 264.

| 19 See SUSSMAN pages 17-24, 28-29, 31-37, 43-46, 48, 77-78, 80-82, 84, 117-119, 146,
156-157, 159, 162-165, 172-174, 176, 199-200, 203, 215, 217, 220, 224-225, 227-228, 231-233,
238, 240, 246, 248-249, 251-252, 254, 260-264, 270, 288-289, and 301. -
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knew that their preliminary opinions, evaluations and comments would be released for public

consumption, they may be more circumspect in what they put in writing, and thereby, impede a

candid discussion of the issues surrounding a decision.

. (49) .Stlao.rlly after 9/11, an inteljnal"dialogue and exchange of ideas, polieies and
procedures regarding aviation safet_ly was ir‘nitia_ted both internally in the FBI as well as emong and
between multiple fedefal agencies. From the FB‘l’s perepective, the focus of this oe-going,
dialo_gue, as reflected in the documents that .lhe FBI has identiﬁed as responsive to plaintiff’s
" request, has Beeh the FBi’s lau; enforcement functions and response r.equirements necessary to
.ensure the tranepo_nation eafety of the ﬂyi_ng_ public. |

(50) .This set of delibcrations 1s reflected in a varied col_leetion of inteﬁial e~m_a,ilsl
emong FBI SAs, FBI attornieys and FBI suppbrt employees, and reﬂect discussions of problems
that .have eﬁ sen in connection wfth the .impleme'nt.ation of’ the "No Fly" and "Selectee” lists, Ias

. part of.'the F Bi’s_ deliberations regarding po.s:sible imprevem'ents that may be made in.existin'g .
' p;‘ocedures in order t:o é}‘/oid .-feCL.lrrenee of sech problems. These internal deliberations within the
-F.BI concerning the ﬁse of the "Nol Fly"and "Selectee" liets, as well as ongoing efforts to identify
potential ne\:a.! tools and la\& enforcement mechanisms es part of the war against terrorism, are
} quintessentialiy deliberetive in nature, and take on added significance following the events .of
| September 11, 2001‘ | |

(51) More speciﬁcally,lcertain documeﬁls consist of internal ¢-mails reflee_ting
prelinﬁnéry aince; epinio_n‘s and eecommendatio_n_s a;liong and be_tweeﬁ FBI attomeye, FBIHQ
SAs, ﬁeld office SAs, FBI field office attorneys, and, in certain instances, employees of other

‘government agencies working specifically in concert with the FBI on "No Fly" list issues. These

26-




. '-\I

delibe_ralions_ are reflected in such documents as SU.SSMAN'p'ages 28, 31-37, 44, 224-225 and

: 227-228, and 248-249. Moreover, ce;rjain documents reflect an internal set of deliberations
regarding the cﬁtcria that sﬁould be used in dééiding-whether individuals should be added to the
"No Fly" list {e.g., SUSSMAN pa’gés 32 35, 36,43, 46, 117-119, 2,24-225, 227-228, and 248-
249); or wﬁ_ether .inc.lividua]s_.should be rer:'n.oved from the ‘?NQ'Fly;' list (e.g., SUSSMAN page .I
254); potential improvemen_ts in the Im.e.thiods usec! to administér the "No Fly" list (e.g., |
SUSSMA_N pages 29, 43, 46, 224-225, 227-228, 232-233, 238,.240, 246, and 248), a.nd changes

_in the manner in which the "No Fly" list is disseminated (e.g.,l SUSSMAN pages 146 and 157).

(52) Several of tﬁe responsive doc.umentsls"feﬂect drafts of responses to various
inqpi'l;_ies n con.neclion with the "No Fly" #nd "S.electee" lists,'iﬁcludi_ng to Congn;.ssional

_ q;lestioris _ahd corréspénderice (e,gf, SUSSMAN péges .1-7.-23), and diéouss the purpdse of the

.watciijo' Fly/Selectee lists, the criter“_i_a\ for ihdivid uals to be added or reni;\;ed from the list, and

‘oth.er aviation seéurity measures being ih‘;plemen’ted by the FBI in order té address tfanSponation

' saf;ety.

(53). D'i_sclosure of this i_m'e'mz;.l dialc:_gue would hqve a significant ad\;rel,rse impact on
th:: gi?e-and-:take tha-t is crucial to formulating bolicy. The material the FBI seeks tlo protect
reflects the FBI’s intemﬁl deliberative process and is being withheld in order to prbtect tlhe abilify
- of FBI SAs and' support empl_i_)_y_eés to provide candid feedbaék in the context of such deliberative
p_rocessés, and éngage in'_fulll, frank, and open intra-agency debate on t_hesg important issues,
prior t_b final décisi.ons being reached. The pro.acess.by which-possible law enforcement-related
ideas are c_levelopéd.al.‘nd critiqued is inherently delibefative. It is crucial t.o-the. effectiveness of

such a process that FBI employees feel free to express their bpinions without fear that their

N
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oﬁinipns wiil be disclosed. Furth.er_m.ore, exempting such documents from disclosure also
- protects against public confusion that niight result from prelimi.na.ry discl_osuré of opinions and
' informatioﬁ that do not, in fact, reflect thel final views or policiés of the FBI. The privi-lege is
designed to pfoteqt not only documents but‘ also thé integrity of the deliberative 'ﬁrocesé itself
- where the exposure of the _proces§ would result in harm. FBI employees would hesiiate to offe‘r
their candid and-conscienti;)ds' opinions to éuperiors or cowdrkers_ and DOJ employees if they
knew that .thei-r 6pinions of the moment might be made a matter of public record at some future
date. Asaresult, these documents which are deliberative in nature have been apptopriat_cly
.~ withheld pursuant to Exemp.tion (b)(5), the deliberative process privilege. |

(54) Purel'y factual material was examined careful I:y to det_e_rmine whether it could be
segregated and r%:lehsed. Héwevér, here, the facts themselves reflect fhe deliberative process
(e.g., discuss.idns about individﬁal_s_ being stopped at airports who have similar names to the
| individuals on the ligf), .and ;1ré s0 iﬁextricably intenwinéd with the réma_ining malerial, that 1
have determine& that the factual information is deliber_ativé in and of itself and shoul.d théréfofé
not be felegs’ed; As arvesult, | have de_termined that all of tﬁe -niaterial that is delibérative in
nature cbﬁsists of preliminary drafts and/or imémal dialogue arﬁongét and belweén FBI SAs and
FBI support emﬁloyees and other federal government employeeg regérding the selection criteria ~
and implementation of the "No Fly" list. IAccordingly,- ihis information has beén properly

withheld'pursuaﬁt tb-Exémption (b)(5), the deliberative process privilege.

Attorney-Client Privilege
(55) Exemption (b)(5) has alse been invoked to protect material covered by the

. attorney-client privilege. The attorney-client privilege is appi'opriatcly asserted when legal
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advic;e ﬁf Ia_ny kinci is sought 'fromla brbfésslional legal advi;gr in hié or her capacity ‘as such;.lhe
c;,o'mmunicat'ioﬁs relating to that purpose are m'aclé in ponﬁdenCe by the client; and are at the
' _ client’s insistence, perrﬁangntly protected from disclosure by the client or by the legal advisor -
unless the éttomey-client pf_otection is waived, This privilege encompasses confidential
communicatioﬁs made to the attorney n6t only by decision-making personnel bu.t also by lower-
echelon employees who possess infOrmation relevant to aﬁ attorney’s advice-fendering functioﬁ'. ‘.
‘In 'a_cldit.ion, thg é_ttomey-cliérit privilege covers the two-way communications between a client
and an. attorney, which relates to legal advicé. |

| (56) | The F Bl has withheld intemnal e-méi_ls 'an'_d rélaléd dobum;ﬁts pursﬁant to the
attorhey-cncm privilege which reflect communications among FBI OGC gtsoméys and FBI SAs,
and reflect att.oi'-ney'a'dvice, opilnidns; and recommendations based on client—supplied
infdnnali;a_ﬁ.m | Allthough the'attom.ey.-clienl privilege 'fufllda_mentally ap-plies to facts divﬁlged by
a client to his or her attoméy, this privilege also encompasses any opinioﬁs given by ;I:m attomey.
to his or: .herl ;lienl based on .lhlose facts, as well as communicatioﬁs between attomeys which
reflect cli_cﬁt-lsuppli_gd infdnnation. Disclosure of 'thé candid exchanges between FBI attoméys
and FBI .SA.s would have a'repressiv;:e and stifling effect on the inleraction between these
| individuals, aﬁd would vitiate the value of these attorney-client ﬁrivileged communications. The
almomey.-client _privilege hag th_er_gfc_;re been. aéserted to protect the confidential internal

 communications between FBI attorneys and FBI SAs and support émployees concerning legal

20 Specifically, the FBI is asserting Exemption (b)(5) with respect to attorney-client
privileged communications included in the following documents: SUSSMAN pages 24,31-37,
' 43-44, 77-78, 80-82, 162-164, 172-174, 176, 199-200, 203, 215, 217, 246, 248-249, 251-252,

254, and 301. - | ' :
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§trategie$ and-delibcrati'onsl related to the administration and enforcement of the "N.é Fly" and
~ "Selectee” lists. | |
(5.?) ‘Disclosure of these communications would breach the confidential relationship
‘between these individuais and repress and stifle such critical communic;uions in the f.uture. Edr
these reasons, the FBI has asserted Exemption 5, the attorney-client privilege, to protect the.
' é_onﬁdential cﬁmmunication_s zll'm.png FBI attorneys and FBI SAs_and _supbort employees.
Atto rﬁeg-Work 'Produlct Privilege

_ (58-) 3 The attomey-WOrk 'product privilege protects from disclosure, d_ocuments and
other memoranda_prepare.d by.an atfd_mey iﬁ contemplation of litigation. ‘The purpose of th.i_s |
privilege is to Iprolect the édversarial trial procesls By. insulati.ng fhe attorney’s mental impressions
and litigation-.stratégy _fr_om scniﬁny. The FBI has withheld one sentc;we and a ]Sortion of another
sentence in the first e-mail, -'clated'.April 23, 2003, which appealrs on S‘us_smah p. 301, under the

attorney-work product privilege. This e-mail is from an OGC attorney to other FBI attorneys,

agenté, and suppbn pefson;icl notifying them of the filing ofihe Gordon et al. v. FBI et al, No.
.03_'i 779 (ND .Cal._) laWSuit.' The ipforrﬁation withheld in this-e-méil consists of a main DOJ |
attot;ney’s.éharacteri;.:ation of the péndiﬁg litigétion aﬁd an OGC attomney’s instructions to FBI
personnel withlregard _fo responding to the then newly filed compléint. The disclosure of this
in'fonh_a._lion- would reveal lhe prelimi_nary mental impressions of a DOJ attorney rggardi_ng the
lawsuit dnd'tﬁe initial-#teﬁs_cmployed- by agency counsel in pre.parat'ioﬁ for defén;;ling against the .
laws_uit... Aécordingly,-the FBI .ha's properly withheld this information pursuant to Exémption 5,
‘the at;om'_ey-worklprodt_lct iJriv.ilege.. .

FOIA EXEMPTION (b)(6)
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N CLEARLY UNWARRANTED INVASION OF PERSONAL PRIVACY

| (59) 5 U.S.C. § 552 (b)(6} exempts from disclosure_“éll .fllnfonnation-in govemmeni
records about individuals in personnel end medical files and similar files v;/h'en disclosure of subh
information would constitute a clearly unwarranted invasion of personal privacy.” |

(60) When withholding infqnﬁation pufsuan__t to this exempiion, the FBI is _required to
balance the pr_ivac.y interests.of the Ii-'rlcl_ivic.lual:s ment'i.o.ned n these records against any public
interest i.n disclosure. In asserting this exempfion, each item of infoﬁnation_ was elxamined_to
detennine the degree and nature of the pﬁvacy int‘erest. of every individﬁal whose name and/or
identifying data appears in the.s_e.records. The public interee} in discldsure of _fhis ihformation is
determined by whether the in_fetl;natioh in _question.weuld inform plaintiff and the general public
about the FBI’s 'per‘fOn_lmlmce of its m{esién 16_- enforce Ife}:leral cﬁminal and national security
statutes and)or.how the FBI actually conducis its i.memal 6perations e'nd inveetigetions._ In each
_ instance where i‘nfonfnatien was wi_thheld: it was de_te'nn_ined_ that individual privacy inte.rests'
We're not outweighed by any public interest in disclosure. To reveai the names and/or identifying
data of _third- party individuals ih the cbntexi d f these records coeld reasonably be expected to
cau_se embarrassment an humiliafion, and thus constitute an unwarrantedl invasion of personal
'pl;ivacj. Every.eff(').rt has been ma'de to release all reasonably segre.gable information contained |

. - - . {

in these records without invading the privacy interests of third parties. -

(bX6)-1 Names and/or ldle'nt.ifying anoi’matibn Concerning FBI Special
' Agents and Support Employees

{61) Exemption (b)(6)-l has been asserted to protect the names and identi fying .

information conceming FBI SAs involved in establishing the law enforcement response
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requireﬁ]ents for the "No Fly" list.z" ‘The SAs assigned to this matter did not choose their
assignmen‘ts_. Given the intense medié scrutiny of th.c. "No F Iy'i list, publicitly (adverse or ._
oihenﬁse) r,ega_rdiﬁg their role -in the FBI's law en_fbrcemeﬁt résponse requirements may
seriously i)mpe&é'th.ei'r effec.tivéness in continuing to develop the law enforcement response
requirements for the "No _I_:ly" list, as well aﬁ any other investigation they may become involved
with at a later date. Furthermore, _given the intense media scrutiny surrbunding these issues,
disclosure of their identities in connection with the "No Fly" list could subject the FBI SAs to
unautﬁorizeﬁ_ inquir.i'es by m'emberﬁ of the media and th.e general public who seck éccess to |
information rega}'ding the criteﬁa and procedures used when determining whether:ah_individual |
poses a theat to c_iQil ﬁvialion.

(62) FBISAs conduct ofﬁcial inq.t_ti-fies into violations of vadqué criminal statut_e.s and
national security laws. They co.mc into Icohtact with all strata of society, conducting searches and
making arrests, all of whi_chl result i-t_l.reasdnable but nonetheless serious distur_bal:_ices to
3 ‘ihdividuals and théi; lives. It is possible for an individual tafgetecl by such law eﬂforcement
actions to cg@ a grudge which may last for years, and to seek revenge on the ageﬁt_s aﬁd other
federal employees involved in.the invéstigation. The publ_ic.ity aésociated with the release of aﬁ
ageht’s identity in connection with the ;‘No Fly" list cbuld trigger hoStiIily toward a parﬁcular |

SA. Accordinigly, the FBI has determined that the SAs whose names and information éppéaf in

- See SUSSMAN pages 1, 4-11, 15-16, 24, 28-53, 61-66, 71-82, 84, 90, 98, 104-105,
116-124, 128-148, 152, 155-179, 181-184, 195-215, 218, 220-222, 224-228, 231-238, 240, 244, .
246-250, 252-271, 273-275, 277, 280-281, 284, 286-292, 301, and 307-309. In addition to
invoking Exemption (b)(6)-1 to protect names and/or identifying information concerning FBI
Special Agents and support personnel, the FBI is also asserting Exemption (b)(7)(C)-1 to protect
this information. (See Y 77-81, infra.)
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_theée dqcumems maintain a substantfal privacy _i.nt.ere_st in not having their identities discl.osed.
.(63) TheFBI hexl examined the records at issué, to-détermine whether t_here_ was any

- public i;1tcrest t'h"al 01;t»\;eighe'd the substantial privacy interests of the FBI SAs referenced in the
reéponsi:\re recofds. The FBI could not ideﬁtify.arlly discémible public interest. lﬁ paﬁicular, the
~ FBI could not deienﬁiné how the disclosure 6f the names and identifying informal_i-on of _tﬁese
FBI SH}S would.demOnstraté how the FBI develops and implements law enfOrﬁ:ement response
requireh‘nents in connection with the "No Fly';- list. Acéordingllf, the FBI determined thﬁt the
discldsure of the names of_' FBI S.A's 'would shed no light on the FB_I’_sI perfofmance of its statutory
* duties. Tﬁus; thE FBI-deteﬁﬁine_d that the SAs’ .jan;ivécy .in'terests outweighed any public interest
iﬁ disclosure, and that disclosure of the rianies_and_ideﬁtifyiﬁg information of thie FBI SAs
w.ould constitute'alfn unwarranted invasion of their pérsonal pﬁvacy_. |

| (64) Inaddition, the FBI as_sérted Exemptidn (b)(6);1_'to protect tﬁe narﬁes, teyephone
numbers and facsimile numbers of FBI sup.port employees. Specifically, fhe FBI pr'btect.ed the
identities of FBI attorneys that pfovided 1egal advice regarding "No Fly" list law enforcement
"response requiremei)ts, as ;Nell as secfetarial staff and dther F BI support employeeé whbse names
appear in the décuﬁlcnts_ résponsive to plaiﬁtiff’ s request. In this case; FBI support employees-
he.w’e ;(SCBSS to infdn.ﬁ.ation rc;,garding the selection criteria used in é_.ec_:urity screenihg procésﬁes,
.i[-lfor_lﬁa;i%)n revealing specific details of aviation secﬁrity measures, an.d'the FBI’_s law |
‘enforcement résponse retjuiteniéﬁts. Thgse individuals, llik-é_FBl'SAs, i‘nave little choice in their
assignments. Gi_v:;.n,the intense média scrutiny of the "No Fly" list, disclosun;e of their identities |
CO_l.lld makc_.'the_m tﬁrgets of harassing inquiries for unauthorized .access to information. |

Accordingly, _the'FBI has detennincd that the FBI support employees maintain a substantial
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privacy interest in not .haviﬁg their idenfities and relaeed information disclosed.

- (65) The FBI next balén_ced the privacy interests of the FBI SAs and FBI support
empioyees against the public interes_t-in-dis'.closure. The FBI dete_n\n'i-ned. that the dieclosure of the
naﬁes of FBI support perSonnel would not demonstrate how the FBI ele\}eleps the law |
~ enforcement response requirements t;or the "No Fly" list. Disclosure of 'the riames and related

\
ldentlfymg mfon‘natlon of FBI support employees in the documents at lssue here would shed no
li ght of the performance of the FBI s slalutory duues Accordmg]y, after balancing the
competing lnterests, the FBI cencluded that no public interest would be served by disclosing the
identitlies e‘f these F BI suppoﬁ employees to lﬁe general .pl_lblic. Thel .disclosure.of the names and
related identifying_ information of the IFBI support pe.rseﬁnel- would cen‘letitute an unwarranted
invasion .of .their personal privaeyi and thlerefere, the FBI has properly asserted Exelmptioh.(b)(ﬁ);
1,in conjunctidn-with Exemptidn (b)(?)(C)-l to eufithilola this iﬁfonnation.‘

{b}6)-2 " Names and/or Identifying Information_of
Third Parties of Investigative Interest

(66) Exemption (b}(6)-2, in conjunction with Exemptien (bj(?)(C)-l, has b'een
asserted to protect the names, identities, addresses, and information concerning third parties =
seiécfed duri ﬁg security sereeﬁing processeé as.po.t_enlial matches for names that appear on the
"No Fly" list.”? Ftirthermore, the FBI protected the names and idenﬁfying iﬁ.forma;ion-of third
parties ﬁhose names appeared on the "No Fly" list. All of these inc_liv_idu'ais were determined fo
be:of investi gative inteyes_t ;6 the FBL. During the course of the FBI’s development of the "No | _

Fly" list law enforcement respo_nSe, information conceming thi-rd-party individuals (including

~ 2 See SUSSMAN pages 2-3, 18 39-40, 50, 73-74, 84, 105, 136 141, 155-156, 168, 171,
m 181, 195, 197, 206-207, 209, 248, 254-256, 264-265, 267, 273 282, and 284 286.
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social secuﬁty numeers, home addresses, -passports,' driver licenses, photographs, ete.) who were
selected dunng securlty-screenmg processes and lhll’d -party individuals whose names appeared
on.the ilSt were pl'OVlded to the FBL. Dlsclosure of the 1dent|t1es of these third parties of
1‘n§est1gst1ve jl__nte\rest would constitute an unwarranted invasion of their personai privacy because
being.meﬁ'lioned_in 'cenr.lection_.with' the "No F Iy" list .es'a potential threat to civil aviation carries _.
“a strong negati.ve connotation. Disclosure of the identities of these individuals goﬁld‘ subject
them tohharassment, embarrassment and e_'ndue 'public_ atteﬁtion. Aceo_rdingly, the FBI has ' \
- determined that these indi_s;iduals maintain a substantial_pri'vaey interest in not having lheir _
identities dl;lsclos.ed.. | |
| o _(6?) : Aﬁer identifying thelsebstantial privacy interests of these third parties, the F BI
‘balanced t_;eir.p'ﬁvac'y interests ageinst ti‘lﬁ public interest in disclosure. The FBI determined that
the.discllo-sure of the narhes of these third parties would shed ho hight on the performance of the
FBI's st.atl‘!toryl' d_qties. Accordingly, the FBI could not identify any ciiscemible psbli_c interest in
the disclosure. Thus, the FBI has properly withhield this information pursuant to Exemption

F

(b)(6)-2, in CO.nju-nc'tion with Exemptien (bY7HC)-2.

(51161-3 I_\Ij'mes' and/or Identifying Information Concerning
o - Non-FBI Federal Government Employees

' (68). The FBI.asserted Exemption (b)}{6)-3, in conj'uriction with 'Exemplioh (bX7XC)-3,
to protect the names of and/or identifying information of non-FBI federal government employees,

including their e-mail addresses and business telephone numbers.?* Disclosure of the identities -

2 See SUSSMAN pages 4-5, 24, 29, 37-39, 42-43, 45, 49-50, 52-53, 61-62, 64, 71, 73,
84,90, 116, 121, 128-131, 135, 137-138, 140, 143, 148, 152, 156, 158-162, 166-173,.181; 183,
193-196, 198-203, 205-213, 224, 227, 238, 240, 244, 252, 260-264, 266-267, 270-271, and 291-

202,

\.
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of thes¢ i'I'_ldiV.idl.Ia.lS could subject them 'to unautho’ri'zed inquifics and harassment, which could
-con_sti:tﬁtf; é.n unwarranted inva-sioh of their personal privaéy. The rationale for pfotecting the
names and identifying’_infoﬁn#tion related to hon~FBI fedcral émp.loye.es is the same as that for
FBI emplqyecé. (See 1[1] 61-65, s_lm) Balanced against the legitimate privacy interests of these
 third parties, is the Iaci( of any bona fide .pubiic interest in the disclosure. 'A.c.cordin'g,. the FBI has
: deterrni'i‘ll:ed that the disclt;ﬁpre of _infonn_ation concerning these federal government employees
“would constitute iﬁvasio_ﬁ o_f‘their. personal pr.i\.x-acy. Thus the FBI has properly withheld-this
inform_étion pursuant t.(.) Exém’ption.(ll)l)(6)-3, in-cqrijlinction with Exemption (b)(?)(C)-B.

(b)( 6)-4 ‘Names and/or Identifving. Information of
Non-Federal Law Enforcement Employees -

- (69) R Eiémption (b)(6)-4, in conjunction with 'Exémplrtion (b)(?)(C)-4, .has been as.s.er'ted '

-' o wifhhold_tﬁ‘?. n_amés' 6_f loéal, county .or state law enfo'rc.ément ofﬁcérs;“ Thé rationale for -

) pro_tec.ti.n:g_ the identities of Iocal. law en fqrc_emént pe'rsonnel. is the same as the rationale for
protecting the identitiés Qf FEI SAs found at 9 61-65, m' I'I."hese law: enforcement ofﬁéers'
ha\.xe'.a s_ﬁbstanti_al privacy iﬁter_esl in their nameé and identifying information. There is no public

' interesit in releasing the names c;f local law en.force-m'ent j)ersonnel bécause the disélosure of their
identities \;fould not in any way rgveﬁl how the FBI per"tl‘orms its stétutory_ duti_és. Acco'rdingly,
the FBI déte'nﬁin.e:d that the priva_cy' interesfs of the local law enforcement officers outweigh any
public inléres_t in d.iscldsu.r_e'. Thus, the FBI h-as properly. protecltled their identities pursuant to

Exemption (b)(6)-4 in conj unction with Exemption (b}7}(C)-4.

(b)(6)-5 - Names and/or Identifying Information
- . of Foreign Government Personneél

™ See SUSSMAN pages 4, 197, 253, and 266-267.

-
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(0 Exemﬁﬁon (b)(é)-s, n c_oﬁj_uncti.on wi’tﬁ Exemﬁtion (b)(?)(é)-s, hés been
asserted to ﬁrotect tﬁé names, official titles/ranks, and direct télephon; numbé_rs of foreign
gb?eﬁment employees.” ’[-‘_he foréign government éfﬁployees, acting in their official capacifies,
fum.ished cietaiied inforinatiqn éoncefniﬁg_ security screening processés aﬁa aviation security.
measures to U.S. law enforceﬁent agencies c'hargéd with ensuring thé safety .of the ﬂyin_g pubii_c.
Disclosure of the_identities of these third plarti_es could subject them to unofﬁc;i_al inquiriés not

~ anticipated by their contact with the FBL. Disclosure of the identities of these foreign

government employ_ees could ﬁave a Chilling effect on the FBI's relationships with these foreign
g’o?ermﬁerits who havé c00pera_ted.with the FBI and other law enforcemént agencies to develop
| uniform "No Fly". hist prbéedﬁrgs. Moreover, disclosure of _their\idemities. could also Have a
chil.l'ing effect on the FBI's ability io secure the cooperation of othef foteign germi‘nents-in '
future invegﬁgations_ -Ac.cord.ingly, the FBI determined that the foreign gdvémﬁ_ent eﬁployees
maintain a subs_téntial.privacy interé_sf in not having theirl-iden'l_i'ties disclo_se&. Fufth:nnoré, the
disclosux;é of their_ideﬁtities wéuld nbt shed any light on the FBI’s perfonﬁanée..of its statutory
_dutiés’. Accordingly, the FBI dé_tenﬁihed that the disclosure of this information would constituté
an unwarranted. iﬁvasidn of their personal pr'*iv;lcy. Thﬁs, the FBI has propérly_ withheld theirl

identities pur_suam to Exemption (b)_(6)#5, in conjunction with Exemptibn (b)_('?l'_)(C).-S.

{b}6)-6 - Names and/or Identifying Information Concerning
o Third Parties Merely Mentioned

(71) Exemptiqln (b)(6)-6, in conjunction with Exemp_tion I(b)(?)(C-)-G, has been asserted

to withhold the names and identifying information of third parties merely mentioned in

B See SUSSMAN pages 38-42, 49-50, 71, 124, 152, 154,- 167-1 71, 183, 206-212, 214,
266-272. ' : '

A
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_ doéuments, which represent the on-goihg -'dialogue among FBI, TSA, FAA and locai police = -
departments regarding the F BI’s law enforcement response requirements in connection with thfi |
security séreeni_né processes and aviatir)n security measures implemented after Septenif)ér 1:1,
2_001'..2‘6 Information concerning third-party individuals who are not of investigative interest, but
- rather who are merely mentioned, appears in the reéporlsive records. Disclosure of the names of

- these third parties cduld cause unéo_licite’c_l and unnecessary attention to be focused on them and
disclosure méy embarrass these individuals. Disclosure of the identities of these third partieé in
connectiori with the "No IF.l'y_" list (asa potentlial threat to civil aviation) may cast them.in an
unfavorable or negatlve hi ght to the publlc Thus, the FBI determined that the third party
1nd1v1duals merely mentloned in the responsive records maintain strong pnvacy mterests in not
having their. identities and personal information disclosed. After identifying the substantial
.pﬁvacy interests of the third parties merely mentioned, the FBI Ealanced those interests against
the(publilc interést in disclosure. The FBI could identify no .discémable_ interelst in the disclosure
: lriecause the.disclosure of the names vrlould not shed any light on the FBI’s perfor.mance. of its
| statutory dutires. A(rcordingly, the FBI determined that the disclosure of the names and
,ider_ltifymg in_formatiorl _t_;f the third parties merely mentrorred in these records. wduld constitute an
unwarranted invasion of personal privacy. Thus, the FBI properly protected the nalﬁes" and
identifying 'mfdrmation of third parties merely mentioned pursuant to Exemption (b)(6)-6, in
conjunction with Exemptlon (bY(THC)-6. |

E_X_E_ME_HQ_N_Z
EXEMPTION 7 THRESHOLD

% See SUSSMAN pages 71-74, 179-180, 223, 264-265, 273-276, 284-285, and 314-315.
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" (72) Exemption 7 of the FOIA protects from rhandatory disclosure records or
information compiled for law e_nforceh'lent purposes, but only to the extent that disclosure could
_ r_easonab_l'y be expected to cause one of the harms enumerated in the subbar‘t of the exemption.

See 5 U.S.C. § 552(b)(7). Before an agency can invoke any of the harms enumerated in

Exemptioh _7; lt ﬁ_‘lust ﬁfs_t demonstrate fhal the'recdrds.or.inforﬁ'latiﬁn at issue were compilea for
' .'law enforcgement p_'L.lrposes.. Under th’é-'F.OIA, the law to be enfor'ced.\.évithin the-meaning of the
term "law enfbrcemént purﬁ(:;ses'; includes both civil and griminal statutes as well as those
statutes authonizing administrative or regulatory procegdings. Most si gn,iﬁcantly, in tﬁe post-
9/1 l-world,_ Egemption 7 extends into the réalnﬁ of national security ano;l h'omelénd seéuritf-
_. relatefd. government acti;/ities. Cleériy, the FBI’§ mission of preventing terrorist attacks within
: the United Stat.e.:s and reducing the \_/ulnerability of the United Sta_£es to terrorism, satisfy.ihe |
threshold of Exemption 7. o

(73} Law enfqréement-agencies such as the FBI must deﬁonstrate that the record$ at
issue are r‘eléted to the enfqrcem'ent- of ;t.“ed-eral laws and that the énforcement activity is v;fitﬁin the
law enlforceme_n'_t d.uty of that agency. The FBI has énalyz‘ed the specific purpose of each
individual i'ecqrd tb determine whéthef there is a "rationai nekus" betwgen the FBI's. law:
enforceﬁlént dut{eé and the doc umen_.ts' for which Exemption 7 is claimed. Také.n asa wﬁole, the‘
doc.umf_:ms at issue-are a édlléciion of documents which ré};resent inlemﬁl’dialogue, both legal |
and oper_atibnél, following the events of 9/11. _This dialogue lf.nvolvec.l the exchange of ideas,
policies, and procedures regarding the creation, implementation and maintenance of the ';No\Fly"

- ‘and "Selectee" lists in the context of the FBI’s broader role of preventing and deterring terrorism

and other acts of criminal violence against citizens of the United States. ‘The documents further

0

139




| reflect the FBI’e post 9/11 oroaetiire law enforcem_ent'role in protecting the'fly.ing public.. This
material also' cOntains the details. of the framework _end parameters established by the FBI, TSA,
_and other federal agencies to be.used to identif} Iindividuals who may be det‘ained by airlines
: because.the)i posea threat to the safety of the flying oublic. Thus, there is no doubt that these
' gu_idelines_ fall within the law enforcement duties of _thel FBI.

(?4). | Because terroris_ts used a'ir-planes as tools to carry out their attack, part of the FBI's
new mission Is to identify individuals "who pose a risk to air piracy or'terrorism or a threat to
airline or passenger safety” pursuant to 49 US.C. § 1 l4(h)(2) (2002). The FBI’s duty is to
-haison wnh the Transportation Secunty Admimstration ("TSA") and other federal law
e_n_forcement agencies to notify the appropriate state and local law enforcement ofﬁcrals, and
. airport and\airline security officers of the individuals known to pose_ a tl_irezit to airline or -
'pa:ss_eng_er safety in order to preventsuch individuals from boerding an aircraft. Such Il o
_identiﬁcation is .part'of the F.Bi"e mandate to "protect passengers and property on an aircraft . . .
against an act of cnminai violence or aircraft piracy.” Id. The documents at issue here, as 2
whole, relate to the FBI's mandate of establishing procedures to-noti fy the appropriate law
en.forcement officials and airport or airling securit;/- officers of the identity of individuals known
to pose a threat to civil aviation. In this case, the hanns that could reasonably be expected to
result from disclosure of this information concern .an un»izan'anted invasion of the personal’
privacy of certain indiy{iduals, revealing the identities of conﬁdential sources and the information
that they provided, and reveaiing sensitive law enforcement techniques and procedures. |

FOIA EXEMPTION (bUTHCY .

UNWARRANT D INVASION OF PERSONAL PRIVACY




(75) | 5 USC § 5.52(b)(7")((‘3) exempts frﬁm’ diébiosure "reéords or information
.co_mpiled for-iaw enforcement purposes, but only to the extent that the produc'tion of such law
enforcement records or info.nnatio.n e _cduld reasoﬁabi}.be expected to constitute an
unwarranted invasion of persoﬁﬁl privacy.” | S

| (76) When Withholding 1;n_fom'1étion pursuant to this exemption, the FBI is feqﬁired to
balance the pri'vacy interests of the -i_ndividuals mentioned in these records ag.ailnst any public
_' interest in disclosure. In assérting this exemption, éach item of informafioﬁ was cxami.ne.d to
determine the degrée- and nature of the brivacy interest of evéry individual whose name and/or
identifying dat; z.ipp.ear.s in these records. The public interest in disclosure of this infon‘nﬁtion is
deténnined by whﬂe'ther the information in questioq wouid inform piaintiﬁ' and the genei;al public
- about thé FBI’s peffonnance of its mission to enfofce federal criminal and national secﬁrity
' statutes éndfor How .‘_['he FBI actually conducts its-intemgl'operations and in_\-/estigations. In each
il.ist.ance whe.rg. inforrﬁatioﬁ @'és withheld, it was determined that indi_vi_dual privacy inﬂter_ests
were not outweighed. by any public interest in disclosure. "To reveal the names and/or _identifying
data of third |:;arty indivfduals in the context of these records could reasolnably_ be expected to
-.ceius_e embarralssment and und..ue -at.ten'tion, and thus cdnsf‘itute an unwarrapted invasion of
pérsonai privacy. Every effort hasl. been made to release all reasonably segregable ihformaltion
J _ _

contained in these records without infringing upon the priiracy interests of third parties.

(b](‘?). (C)-1  Names .anglor identifying Information Concerning FBI Special
Agents and Support Employees and Non-FBI Federal Employees

(?'7.) -‘Exempti'on' (b)7NC)-1, in co_njunétion With'Exemption (b)(6)-1, has been

asserted to protect the names and identifying data of FBI SAs involved in establishing the law




* enforcement response requirements for the "No Fly" list.”” The SAs assigned to this matter did

!

not choose théir assignments. Given the intense media scrutiny of the "No Fly" list, publicity
(adve;'se or otherwise) regarding their role_é in the FBI'S law enforcement response requirements
ma} §eﬁously'irﬁpede their c_ffec.tiﬁenéss in COnti.ﬁ_u.ing to fjeyelop the law erifoll'cément responsé_ |
gequirerﬁenté fof the "No F ly" list, as well as any other investigatioﬁ_ they may become involve.d
with at ﬁl#ter_ date. .Furthem'_l.ore, given the intense media séfutiny suirounding these iss.ues,
disclosure of their ident.ilie'.sin éohnection with the "No Fly" list qduld subject the FBI SAs to
unauthorized inquiries by ﬁlembcrg of the media and the genera.l public who seek at;cess to
informatioﬁ rggz_nding the criteria and procedures used whlen detenﬁining wheilﬁer an individual-
poses a threat to civil aviation. |

(78)- ] FBI SAs conduct official inquiries into violations of various criminal statutes and

. national security laws. They.come into‘contact with all strata of societ;f, conducting searchés and

making afre;s.ts,. all Iolf Which result m reasonable but nonetheless serious disturbances to
individuals and their lives. Itis poésible for an individual Itargcted by such law enforcement
actions to carfy é.grudge.whi'ch may-laslt.for years, and to seck revenge on the_agents and other_
.fgderal. emp onees. inyolved in the invéstigation. The publicit_y.associatec-l with the release of an |
ag’en-t’s. ide_ntit_y in connection with the "INo Fly" list could trigger hostility toward a particular.

SA. 'Accordingly, the FBI determined that the SAs whose names and information appear in these

2 SeeﬁLJSSMA pages 1, 4-11, 15-16, 24, 28-53, 61-66, 71-82, 84 90, 98, 104-105,
116-124, 128-148, 152, 155-179, 181-184, 195- 215, 218, 220-222, 224-228, 231-238, 240, 244,
246-250, 252-271,273-275, 277, 280-281, 284, 286- 292, 301, and 307-309. In addition to
invoking Exemption (b)(7)(C)-1 to protect names and/or identifying information concerning FBI
Special Agents and support personnel, the FBI is also asserting Exemptlon (b)(6) 1 to protect this
mformanon (See 1M 61-65 _u;L)
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docur\nents maintain a subs_tantilal pri vacy iﬁfefest in np{ having their identli_ties disclosed.
| (79) . The FBI nexf examined the tecorlds at issqe to determine whether there was any
public interest that outweighed the subs‘tamié.l'privacy- _interests of the FBI SAs feferenccd in the |
responsive records. The FBI could not identify an'.y. discernible puﬁlic intérest. In part_ic;ular, the
FBI could not detérmine How .th.e disclosure of the names and identi.t"yi'n'g information of the FBI |
SAs would demonstrate how the FBI deve!opg and implelﬁents law e_ht;orcement -response |
requirements in coﬁnéctioﬁ with the "No Fly" list. Accordirigly, lh_e FBI determined that the -
disclosure of the names of FBI ISAs would shed no light on the F BI’sI .per'form.ance of its 's.tatuto.ryl\
~.duties. Thus, the FBI determined that the SAs’ privacy interest§ ou;Weighed any public interest.
in disclosure, ahd that disclosufe of the names and iden'tifyirig iﬁfonnzitio_n of the FBI Sas wouid
constitute an/unWarranted linvasion of their personal privacy. | | |
| '_(80)' In addition, the FBI a_ssened Exémption (b)(7)(C)-1, in conjunction with

| Exemptjon (b)(6)-1, to protect the names, telephone rllumb'ers-'and faésiﬁile numﬁers _of‘ FBII
Support ef_nployees... Specifically, the FBI p;rotec.ted the identities of FBI anoméys that provided
legal advice regardiﬁg ';No Fiy" list Iai_w enforcement response requirements, as wéll as secretarial
stéff and other F—BI support employees whose names appear in the dc.th:u..ments fespons_ive to
plaintiff’s reqhest. In this casle, FBI support employeeé had access to inf()m‘lation regarding the ’
selection critefia used in s.,ecu-rity. scréening.processes, information fevealing specific details of |

‘aviation security measures, and the FBI's law enforcement response requirements. These

S .

individuals, like FBI SAs, have little choice in their assignments. Given the intense media
 scrutiny.of the "No.F ly" list, disclosure of their identities could make them targets of harassing -

inquiries for unat.ltl.iorizéd access to informatioﬁ. Accordingly, the FBI has determined that FBI
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suppod_employees maintain a sﬁlﬁslanfial'privaty interest in not having their identities and
related infoﬁnation ﬂisclosed. |

(8]) The FBI next balanced the privaey intereét_s of the FBI sﬁpportlempl_oyees against
the public interest in disclosure. The FBI determined that the disclosure of the names of FBI
support personnel would not dem_onstraté ho;w the FBI deveIOps the law eﬁforcet_nent response
requirements fo; the "‘No-F_ly“ list. Disélosure of the names and reléted identifying i-nformation
of FBI support employees in the docume_nts at .issue 'ljae"re would shed no light of the performance '
of the FBI's"statutor"y dutiés. Accordingly, éﬁer balancing the competing interests, the FBI
“concluded that the privacy inter_est_; of the FBI suppoi't emﬁloyees nam:ed in t.hes.e docurﬁents
- outweighed aﬁy public interest in di_sclosuré. The_disélbsure of the names and iden-tifying
in_.fonnati.on conéerﬁfng FBI support. personnel would co_nsﬁtute an unwan;anted invasion of their -

personal privacy; therefore, the FBI has properly asserted Exemption (b)(?)(C)-l', in conjunction

- _ with Exemption (b)}(6)-1, to withhold this information.

o jbﬁ?nCEZ | Names and/or Identifying Information of
. Third Parties of Investigative Interest

(82) ‘Exemption (b)(f)(C)—Z, in conj unc_tion with Exemption (1;)(6)-2, has been asserted
 to protect the names, idehtitlies_, addresses, land information concerning thi_rd parties selecfed_
during security screening prbcesses .'és potential matches fﬁr names that appear on the "No Fly"
list.”® Furthermore, flje FBI protected the names and ide.ﬁ.tifying information of third parties
whogé name§ ahpéar on the "No Flyfl' list. These individuals‘have been determined to be of

investigative interest to'the FBI. During the course of the FBI’s development of the "No Fly" list

¥ See SUSSMAN pages 2-3, 18, 39-40, 50, 73-74, 84, 105, 136, 141, 155-156, 168, 171,
177-181, 195, 197, 206-207, 209, 248, 254256, 264-265, 267, 273-282, and 284-286.
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law enft;o'rcemem resi)c:nse, information conceming third-party individuals (including social
éecu_rity n’umberé, _Hom_c addresses, passpoi't's, dﬁvér licenses, photographs, etc..) wh§ were
‘ selecf&d ciuring security screer;ing p'rocc'esses, and th.i-rd'-par_t).z individuals whose names appear on -
~ the list was‘p'rovi&ed to the FBL Disclosure of the identities of these third parties of investigative
interest would constituté an unwarranted invasion of their personal privacy'beéause being
mentibﬁed in co.nnecltion with the "No Fly" list as a potential threat ‘tq f_:ivil avi_atioﬁ carries a
strong negative connotation. “Disclqsuré"of the identitiesl of these ihdividuals.coﬁld subjeqt them
to ha'rassmepl-, embar'rassment_ﬁnd undue public attention. Accordingly, the FBI has determineﬂ
. thét t;heée i'nd-ividuals m.ﬁintain_a substantial privacy iﬁtérest in not having their identities
disclosed. o o - - _ - \
(.83) After identifying th¢ substant-iai brivacy interests of these third parties, the FBI

then balanced their pﬁvacy'int_cfests against the pub_lic.interest in disclosu‘_re. The FBI determined
that.th'e' disclosure of thé names of thgge third parties would s-hed no light ;on the 'performgnce of
‘the .F.BI’S statutory dulties. Accordingly, the FBI could not identi fy any discernible public interest
in thc_disclﬁsﬁre. Thué, .the FBI has pfope_rly withheld this information pursuant to Exem;;tion
-(bl)(7)(C)-2, in conjunction with Exemptlon (b)(6)-2. ' |

b. IC)-3 Names .andlor Identifying Information Concerning
: Non-FBI Federal Government Emplovees

. (84) _The FBI asserted Exemptton (b}(7){C)-3, in conjunction with Exembtion (b](6)-3,
-to protect the naim_zs of and/or identi'_f'ying information .pertz_'lining to non-FBI federal goveﬁ"ment

employees, including their e-mail addresses and business telephone numbers.?® Disclosure of the

» See SUSSMAN pages 4-5, 24, 29, 37-39, 42-43, 45, 49-50, 52-53, 61-62, 64, 71, 73,
84,90, 116, 121, 128-131, 135, 137-138, 140, 143, 148, 152, 156, 158-162, 166-173, 181, 183,
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identities of these lindividuals could subjecl them to unauthorized inquiries and liarassinent which
could constitute an unwarranted invasion of their personal privacy. The rationale for protecting.
non-FBI federal employees is the same as that for FBI employees. (See¥y 61- 65 & 77-81,

__L) These federal employees have a strong privacy mterest in thls lnformatlon Balanced
agamsl the legitimate privacy interests of these third partles, is the lack of any bona fide public |
interest in the disclosure because release of their names and identifying information will not shed
light on the operailions and activities of the FBI. According, the FBI has determined that the
.dlsclosure of information concerning these federal government employees would consmute
invasion of their personal pnvacy, therefore the FBI properly withheld thlS lnformatlon pursuant

‘10 Exemptlon (BY(7X)C)-3, in conjunction with Exemptlon {b)(6)-3.

(b)(7)1C1-4 Namés andfor ldentifx. ing Information Iof
: ' Non-FederaI Law Enforcement Employees -

(85) Exemption (bXTYC)-4, in conjunction with Excmption (b)(6)-4, ;ves asserted to
withhold the nemes of local, county or state lavi/ enforcement'off_icers.“l The rationale for
_protocting the identiti es of local law enforcement personnel is the same as the rationale.for
'proteoting the identities of FBI SAs found at ;61-65 & 77-81, supra. Local, county a'nd.state
law enforcement personnel have a substantiala-privacy interest in their names and identifying

| infonnation._ There 1s no public. i.nterest in.releasing the names of local law enforoemen‘t |
personnel because the disclosure of their identities would not in any way reveal how the FBI

performs its statutory duties. Accordingly, the FBI determined that the privacy interests of the |

-

_ 195 196, 198-203, 205-213, 224 227 1238, 240, 244, 252, 260- 264, 266 267 2?0 271, and 291-
292,

* See USSMAN pages 4, 197 253 and 266-267
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: }ocal l-aw- enforcem_ent.ofﬁcers_ out_weigil' any public interest in disclosure. Thus, the FBI has
g pmperly proteéted their identities pursuant to Exehption (bY7XC)-4, in conjunction with

- Exemption {b)(6)-4.
(bY(7HC)-5 Names and/or Identifying .lnfofmation |
’ of Foreign Government Personnel

~ (86) B .Exemption (b)(?)(C)-_S; In conjunction with E)ﬁemﬁtion .(.l.))(ﬁ)-S, has also been
| asserted to p_rptect the narnés, 6fﬁcial titles/ranks, and direct telephone numbers of foreign
| gover;nment empl_'oyees.‘." The foreign goVerﬁme_nt employees, écting in their ofﬁcial capacities,
.fumished.de_tlc’lilt-ec.l information conceming security séfe_ening proces.sés aﬁdl aviation security
| nﬁeasures .to the law enforcement agencies charged with ensuring th: safety of the flying public.

_ Discl§sure of the identities 6_f theﬁe third ._parties could subject them to -unofﬁéial inquiries not
anticipated by their contact with the FBI | Disclosure of thé_ide.ntitie_s of these foreign
government employees could have a ch.illing. effect oﬁ ;hé'FBl’s relationships with th:‘:lse fdrlcign

" governments who have coopcraled With the FBI and the other law eﬁfofccment ag_eﬁcies to
dével@p un'iform: "No Fly'4 Jist .procedﬁres. Morf;ovéf, disclosure of 'their ide\ntities could also

__.h_ave a chilling -effl'ect on the FBI's “abilit.y to secure the cooperation of other foreign governments
in future inv'éstigatlions. Accor_dingly, lhe FBI determined that the fdréi gn government employees
ﬁaintain a substantial privaéy interest in not having their identities disclosed because the
disclosu.re. of their identities would not shed any light on the FBI’s p¢rf0nnance'of its statutory
duties_... Accordingly, _the_ FBl'de't'ennine;l-that tHe disclosure would constit_ute an un_warranted

invasion of lhcir personal privacy. Thus, the FBI has properly withheld their identities pursuant

1 .

3 See SUSSMAN pages 38-42, 49-50, 71, 124, 152, 154, 167-171, 183, 206-212, 214,
and 266-272. . : . o
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to Exerﬁption (B)(T)(C)-S in conjuﬂction with ExemptiOn (b)(6)-5.

(bYC)-6 Names and/or Identlfvmg_l_lformatlon Concernmg
Third Parties Merely Mentloned

(87) Exemptlon (bXTHC)- -6, m COII_]lIIlCthIl with Exempt:lon (b)(6)-6, has been asserted .

to w1thhold the names a.nd 1dent1fymg 1nformat1on of third partles merely mentmned in these
documants, which represent the on-going dia.logue among FBI, TSA, FAA and local police
depai't_mént ;eémding the F_Bi’s law eﬁforcemeﬁt respohse requirements in connection witﬁ the :
security sc‘rgening processes and aviatic'm security measures implemented after Sépfcmber 11,
2001 22 -Infonﬁation concerhing third-party individuals who are not of ihvestigative interest, but
rather who are mgfely mentioned, are referenced in the responsive records. D'isc_:losufe of the
n.am.es of these third partieé coulc; cause unsol_icited and u@mes#m attention 'to be focused dn
them and disclosure méy embarrass fhese individuals. F m‘thermon-a, the disclosure of the
) identities of these third pérties in connection with the "No Fly" list (as. a potential threat to civil -
| aviationj iﬁay cast them m an unfavorable or ﬁegative light to the publjc Thus, the FBI
determmed that the third party 1nd1v1duals merely mentloned in the responsnve records maintain a
strong pn\.racy interest 1ﬁ not havmg their 1dent1tles and personal information dlsclosecl After
identifying the substantial pr'ivac_y interests of the third parties merely mentioned, the FBI
balanced those inferests against the pﬁblic interest in disélosure. IThe FBI could identify no.
discernable interest in the disclosﬁre because fhe disclosufe of ihe__ names would not Qhed "any
li éht on the FBI’s perfon'{lancé of its statutory duties. Accbrﬂing_ly, the FBI determined that the

disclosure of the names and ideﬁtifying information of the third parties merely mentioned. would

% Sec SUSSMAN pages 71-74, 179-180, 223, 264-265, 273-276, 284-285, and 314-315.
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constitute an unwarranted 'in\_rasion of pérsonal privacy. Thus, the FB1 has properly protected the
names and identifying information of third parties merely mentioned pursuant to Exemption
(bY(7)(C)-6, in conjunction with Exemption (b)(6)-6.

FOIA EXEMPTION (bX7XD) |
CONFIDENTIAL SOURCE MATERIAL.

(38) 5 U.S.C; § 55'2(b)(?)(D). exempts from disqlqsure "records or information
compiléd for law enfor;ement purposes, but only to the extent that the production of such law
enforcgrﬁent_’ records or information . . . coqid reasbnalély belexpecled to disclose the identity of a
.conﬁ.deﬁtial-sour.ce, i_ncllu_din g a state, local or forei gn agency or auihoﬁty or any priyate |
iﬂstitution .v\;’hich fumished information on a confidential basis, and, in the caselof a record or
information compiled by a .cri.minal law énfﬁrcement authority in the bouﬁe of acriminal
.investigatiqn, or by an agency conducting lawful natjonél security intélligence inve's_tiga_tidn, '
in'fonnat.ij.on fumi-shed. by a confidential source”

..(89) Numérous p'onﬁdenti#l sources répoﬁ to ihe .FBI on a regular basis and are_.
~ “informants" within the cémmon meaning of the. term. These squrces provide information under
a variety' of circuni;tances, in'cluding éither an éxpress or an imﬁlied assurance of confidentiality.
* Releasing the info&natién pro?i.(.ied by thcée sources may likcly reveal a cbnﬁdéntial source’s

o ' y .
identit.y.' The fe-lease of a source’s identity would forever eliminate that source as a futurfe means
of obiéiniﬁg_ infonﬁﬁtion. In additi_oﬁ,l when the idcﬁtity of one soqrce_is réveéled, that révelation
has a chilling effect én_ the a.ctiviti.es and cooperation of cith_er 50urcés. It is only with the
_ ...u'nders'ta.ndin.g of compléte con_ﬁdentiality (whether express or implied) that the aid of such _
s.ources: can be énlisted, a_nd on:l'y thrdugh tﬁis confidence that these Sourc_'eS'clan be persuaded to

Y
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continue providing valu_a.blc assistahce-ih the. futu.re. bther sources provide information under
circumstances from v\I!hich confidentiality can be implied.
| {90) ' The FBI has _é_ssertéd Exemption (b.)(?)(D)_ to withhold information provided by

f(ﬁrei gn la.w- enforﬁement entities under cir‘cﬁms‘__tanc.es from which an assurance of conﬁldentialily
may be implied. Duriqg'the course of the FBI’s-development of its Jaw enforcement response
requiréments for the "No Fly" list, the FBI receiQed fnfdnnatioﬁ from certain foreign
gov_emme_ntslregal;dilgg“ internal criteria and procedures that were in place to determine whether
an individual i)t;ses a.threat to civil aviation, and certain related problems that had :;u'isen in
im'plem.énti.ng _Ithe "No Fly" list. To breach lhé anon}mity these agencies éxpect would sever the
relationghip that the FBI has with these .fo.reign law enforcement entities. Furthér, if the FBI
| were-to disclose this confidential information to the public, other foreign law enforcetﬁent_.
agencies could refusé to coopef_ale and provide the FBI with essential information in the future. '
ID'ue to the fact that the FBI reiies on the close coopération of queign law enforcement entities,
the natur';ll\ gonseqﬁence of any such di_sclosure. wpuld be the chilling of such rélat'ions. '
Abcordingly, it s clear that the fo-reign law enforéement enti'ties_ that prov'ide.d _valuable-
infon‘ﬁation to the FBI did so 'undcr circumsfancels from which an assuranée. of cdnﬁdentiality

may be implied.

(b¥7)D)-1 Names and/or ldentifyin'g Information of Foreign Goﬁernmegts
_ {Implied Confidentiality) S o

(91) _The.FBI has asserted Exemp-ti_on (b)(7)(D) to withhold information provided to the

FBI by three foreign law enforcement entities under circumstances from which an assurance of
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- cd_nﬁd‘entiality may be jﬁmplied;” DJuring'tl;; cﬁurse'of‘ the F Bll’s development of its iaw

- enforcement réSponse require;m_enfs for t_hc "Nb Fly" list, the FBI féceived information from  ~
_ _bertain foreigﬁ 'govlemmel.]ts _régarding the internal pradticés aﬁd- law én _forcément techniques and
_procedures efnployed_by these governments in order to ensure the safety of aviation
tranﬁport.ﬁtion. Specifically, fhis infor_métion included lhé criieria and procedur-c-:s that it had in
place to determine Wﬁ'ethef an individual poses a threat to civil aviation. Disclosure of this
'in_fbn_ngtion would c.nable identification of the fér_cién go_vemmeﬁté invc;lved, which w;auld
d'i'scourage further cp;()pcfation relﬁted to intématiohal couhter-térroﬁ_sm efforts. F unhermqre,
t.hf.:\__disclbsure would have a chilliﬁg effect .on the FB_I 's relationship with c;th'er foreigﬁ law: |
eﬁforcemént a.gencies which ﬁave provided information to the FBI. AccOrdingly, the FBI has
properly wnthheld information prowded by the foreign law enforcement agencies pursuant to
Exemptlon (b)(?)(D)-

FOIA EXEMPTHON (b)(?)(E) :
AW ENFORCEMENT INVESTIGATIVE TECHNIQUES AND ROCEDU S

92) 5 U._S.C. §'552 (bX7XE) affords protequon to all "law enforcement
rec'o;ds which would disclose tgc_hnitiﬁes_ and procedures for law.enforce[ﬁem investigations or
ptosecutiOns,. &_;r would diséIOSe. gﬁidelines for law enforce_mcnt invésti gations or prosecutions_ lf
such disclosure_.boultl reasonably be e.xpec.t.ed- to ﬁsk circumvention of the law." Homeland -
security-rélated informatidn, insofar as it m;eets the law enforcement threshold re.quirements for
-all of Ekemption-?,_ qualiﬁes. for protgét-ion--_under Exem’ptidr; 7(E) as highly sén‘Sitive information

to be shielded from disclosure, if its disclosure would reveal law enforcement techniques and

3 See LJSSMA | pages 38-42, 50, 51, 53, 141, 148, 152 154,166-171, 205-214, 220
234, 239, 266-269, 2?1 272, and 286.
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could reasonably be expected to risk circumvention of the law. In order for this exemptibn to

apply, the use of the technique or procedure at issue must not be well known to the public.

jb!ﬂu_E)—l: Selection Criteria for No-Fly and Selectee Lists
~ (93) The FBI ﬁas éésérted Exemption (b}(7)(E), i_n con) unction v_»fi_th Exemption’(b)(2)-
4, to protect documents™ which provid.c.e (A) guidance, difectibﬁs and inslfuclions tofederal and
local law enforc,;ement agenciés when dealing with individuéls whos_é names may.appéar on the
"ﬁ§ Fly" list; and (B) documents which des&ibe the .criteria' and procedures used in delermining
._ whether an individual poses a lhreat.to_ al\}iation because dis_clos_ure c_ouid re_as’onably_bg expected
to risk circumvéntion of law. |

Documents whlch Provide Guidance, Directions and Instructions to
. Law Enforcement Off cials

| (94) Inthis case, the FBI has protected documents which provide step;by-step

. ins’tructionsl.(i_nclw.:ling'speciﬁc details of aviation security mcésu_res) to federal, state and‘local
law enforceineﬁt officials who_ are éhargea with detainiﬁg individuals whése ﬁaﬁés__may appear
on the "No Fly" or “S_electée“ lists. Several of the r'esponé.ive documents dctéil th_e circurﬁstanc_:es
under which an individual may Be detﬁinéd. For example, the docume_nts provide points of
contact for law enfofcemem ofﬁcia'ls-(jlhclud\ing the telephone and pagei' nu.r_nb_er.s of critical law
enforcement personn.el) whén they identify an individual whdse nan;e may appear on the "No
Fly" list. .-The documents reflect that the step-by-step instfuétio.ns are disseminated'and used by

various law enforcement agencies at the federal, state and local levels which are charged with

* See SUSSMAN pages 1, 4, 14-23, 28-30, 33, 37-44, 46-52, 61-64, 67-70, 75-76, 84~
90, 96-98, 104-105, 116-132, 134-139, 141-148, 152,155-157, 159, 161-167, 169-170, 173-174,
181-183, 195-198, 202-206, 208-209, 211-213, 221, 223-228, 231 240, 244-249, 252, 254, 256,
260-266, 268-272, and 287-289.
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protecting tﬁg safety of the .ﬂying publi.c;. Disclosure of tim-eﬁ'e detailed instructions to the general
publié, whiéh represent extremely sensili\{c law .enforc;ment information, would gravely
'- undermine the efforts o.ft:he. FBI, TSA and other agencies at fhe fedéral, stat and local levels to -
\ eﬁforcg aviatjon securi.ty rﬁ_easures that have been impleménte_d since Septem,lbef 11, 200.1.

(95) " The "No Fly" list and "Selectee” list together represent highly éfﬁ?c:i've tools for
law enfbrcerhent agénc_ies.char.g‘ec‘l .with.'protecling the sat-“el_y. of the.ﬂying public. The disclosure
of step-by-step law enforceﬁient ;éspohsé direptioﬁs and iﬁstr:uctioﬁs would jeopardize thé.
mﬁnurﬁantal efforts of tﬁe various .fed:era'l, state and l.o.cal i_aw enforceméﬁl agencies tasked to
administer, monitor and enfo'r_ce the "No Flly" list. Release of the responsive documetits could
very likely pri_avide Criminals or teﬁorists with detailed a_via_i_tion security directions and
’instruct_ions. A terrorist could use thes¢ ihstruct_iqné as a guide to adjust their behavior to avoid
detection by laﬁ,enfofcemenl ahthoﬁti_és. The disclosure of the step;byfstep law enforcement
directions and instructions would only benefit those criminals and terrorists__ ;:vho éeek to violate
the léwﬁ an_;l é\{oid__ de.t.ectionl. As sucﬁ, diéciosure of the step-by-step instrﬁctions could

_ IIr\easonably be ex‘p.ected to risk c.:irq'.u\r'nvent'ion of .Iaw. Agcordingly, begause dis.closuré of the
S stepfby-step law én‘-for’cémenf reSpon_se instructions could reasonably bc expected to risk
_circqmvention of law, thé‘ F-Bi has properly prolecied this in'f;onﬁatitl)ﬁ pur#uapl to Exemption |
(b)(7XE)-1, in eonjunéiidn wfth Exemption (b)(2)-4. |

Documents Which Describe the Criteria and Procedures Used in Determining

Whether an Individual Poses a Threat to Aviation
: -

.(96) . ‘The FBI has asserted Exemption 7(E)-1, in conjunction with Exemption (b)(2)-4,

to withhold documents which detail the selection criteria and pro'ced_ures used in security
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screening processes wheﬁ identifyling'and determining whether an individu.al poses. a threat. to
civil aviation I(including thé criteria and Iprocedl’ires used to determine when an i}ndividual should
be acidc_d or removed from ihe "No Fly" list). The criteria and procedures use;:l to determine
whether an individual poses a threat to civil avi-atipn are used by, and.shared with, the various
law enfofcemen_t agencies chargéd with protecting fhe safety of the ﬂyin.g. public. Because the
documents detail the specific clfit_e.r'ia and proced;lres_ _ﬁsed to dgten‘ﬁine whether an-_individual
poses a threat to civil_ aviation,. 'fhe-'selectidn ijrodedures are not known by the geﬁeral public.
First, disclosure of the criteria the F Bi and the.other agencies use toldetennine whether an
individual ppses a threat to civil aviation unld have f:étastrbphic 'clbnseCjuéncés. Sucha
'disciosuré of "No Fly" list secur.itylscreenir.ng prof:edures would pro-vide ériminals and terrorists
with invaluable téols t0 evade dete_ction. .C'riminals and ;é;rrorisls Could use this informaticlm to
avoiddetec?ion by cuschewi_ng the_very behavior the FBI and the éther law enforcement agencies
ha;/e det_:fmiﬁed pose a pote'nti;ally cieadl-y threat.to civil aviation. Aécordingly, because
" disclosure of the C_ritéria and procedureﬁ used when detefmining whether an individual poses a
threat to civ_ii éviation- could reaéoﬁably b?c éxpeg.ted to risk circumvent_ion of law, thg FBI has
properly withheld this i-hfo'nnationlpursdant_ to Exe;ﬁption (6)7)(E)-1, in conjunction with

- Exemption (b)(2)-4.

(BYT7)E)-2: Procedures énd Methods Used to Disseminate the No Fly List
- (97) Thé; FBI has .asserted Exemption (b)(7)(E)-2, in conj unctionz with Exemption
(b)(2)-5, to withhold inf_bnna_tion concerﬁin_g the procedures and methods used to disseminate the

"No Fly" and "Sélec_tee"_ lists.*® Disclosure of this information would enhance the likelihood of

3 See SUSSMAN pages 47-48, 63, 124, 148, 155, 161, and 214.

-54-




an unauthorized pcrsdn' obtainlin.g access to the lists; by jjroyiding n_on-p'ubl.ic. information

concéming-individuais or entities who hg;ie _ml:cess to ihé lists: If terrorists or other individuals

Who pose a'riSk to 5viati6n safety were aB]le o _t'argf_:t indivi.dual'_s or entities who have access 10

the list, they cdulld attempt to gaih‘ access to these liSts, and they could determine which of their
“operatives have S.e;n compromiséd, ihereby_enhanci_ng the Iikelihood of _cin-'cqmvénl'ting aviation
security measures and jeopafdizing the safety of -ai_rline passengers. For these reasons,l the FBI
has properly Wi_thheld»infbnﬁ;ation éopce_ming the proccdures ahd methods used to disseminate
the "No' F Iy". and. "Selectee” lists pursuaht to Exemption _(b)(?)_(E)-2, in conjunction with

E)_(emption (b)(2)-5.

CONCLUSION

(98‘)" | FBII—IQ_has re_lea.se_d.ﬁll segregable infonnatioﬁ frorﬁ documents r'e.spdnsive to
plaintiff’s r_eqi_lest...- Thé FBI has cérefﬁlly'examined the records at issue. in this case and released
. 247 pagés_\&ith carefuliy téil'or-ed redactions pursuanf to FOIA EXemptions 1,2,3,5,6, 7(C),
(D), and 7(E), 5 US.C. § 55261, (B)D), (6X3). ()5, (6)6). (bXTC), (YTND), and
' (b)(?)(E:). _Fﬁrthe_fmorc, the FBI éarefully examined the remaining pages._'w-ithhe-ld Iin 'ful_l and m

part, anci: detemlli'x._led that the infom_la:tion_ withhéld from plaintiff 1n this case, if disclosed, could

_ reason_ably'b_é e*pected to c;iar-n'aée.natib.nal. sl'.ecur'ity, impede the effectiQeness-pf the FBI’'s
infemél Iaw.-énlfl'orcemt-am prbcédures, iﬁler_fere with and damage attomef-client pﬁvileged
CO_"mmunicatl;ons, as well.as chill intefhé] intra;aééhcy delibgralions; caﬁs_e uhwarra_ﬁted invasions’
of the privacy intereéfs of numer(%us individuals, disclose the cohﬁder_ltial sources and the
infonn_atioﬁ tﬁey ha\?e ﬁro_'vided to the FBI, and disclose.téchnique_s and procedures for l;w .'

enforcement investigations. The FBL has released all reasonably segregable, nonexempt
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information in this case.
Pursuant 1028 US.C. § 1746, 1 d_eClafe under penaity of perjury”that the foregoing is true
- and correct, and that Exhibit A attached hereto is a true and correct copy.

. Executed this day of May, 2005.

\

{
DAVID M. HARDY
Section Chief _
Record/Information Dissemination Section
Records Management Division
Federal Bureau of Investigation
Washington, D.C.
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